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Figure 1: Imago Obscura: A privacy-focused image AI co-pilot that enables users to: 1) articulate their image sharing intent
and privacy concerns; 2) become aware of multiple contextually pertinent image privacy risks; and 3) apply recommended
obfuscation techniques for the risks they choose to address, enabling informed decision-making about image sharing.

ABSTRACT
Users often struggle to navigate the privacy / publicity boundary in
sharing images online: they may lack awareness of image privacy
risks or the ability to apply effective mitigation strategies. To ad-
dress this challenge, we introduce and evaluate Imago Obscura, an
intent-aware AI-powered image-editing copilot that enables users
to identify and mitigate privacy risks in images they intend to share.
Driven by design requirements from a formative user study with 7
image-editing experts, Imago Obscura enables users to articulate
their image-sharing intent and privacy concerns. The system uses
these inputs to surface contextually pertinent privacy risks, and
then recommends and facilitates application of a suite of obfus-
cation techniques found to be effective in prior literature — e.g.,
inpainting, blurring, and generative content replacement. We eval-
uated Imago Obscura with 15 end-users in a lab study and found
that it improved users’ awareness of image privacy risks and their
ability to address them, enabling more informed sharing decisions.

CCS CONCEPTS
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1 INTRODUCTION
One of the greatest usable privacy challenges of the modern social
internet is helping users navigate what Palen and Dourish, in 2003,
identified as the ‘privacy/publicity’ boundary: i.e., people’s desire
to share personal information with others without exposing them-
selves to undue risks [50]. This problem manifests acutely in the
context of image sharing — people collectively share 14 billion im-
ages daily [6], for reasons ranging from sharing and documenting
moments in their personal lives to collaborating and communi-
cating in their professional lives [7, 60]. But sharing images also
comes with risks: many personal images can reveal a wide range
of potentially sensitive information: e.g., who one knows, where
one goes, and what one likes to do [2, 13, 51]. These risks are not
abstract: prior work has shown that violations of image privacy
and security can lead to a spectrum of harms from interpersonal
threats, including personal embarrassment, job loss, identity theft,
stalking, and harassment [46, 53, 61, 63].

Despite these risks, a large body of prior art suggests that many
users have trouble understanding and mitigating the privacy risks
associated with sharing personal images online [22, 35, 41, 45, 48,
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Figure 2: Overview of our methodology. We conducted a formative study to derive design requirements, built a tool based on
those requirements, and evaluated it with end-users using their personal photos.

63]. Some users are unaware of the risks they expose themselves
to while sharing an image [22, 35, 48, 63]; others may find they have
limited ability to mitigate these risks because existing approaches
to obfuscate or redact sensitive information from images require
significant technical expertise [41, 45]. As a result, today, users
generally employ crude and restrictive strategies when navigating
the privacy/publicity boundary while sharing images online — i.e.,
they ignore image privacy risks altogether, self-censor themselves,
or utilize insufficient and error-prone audience selection controls
to try and limit who can see their images [14, 39, 58, 74].

How can we make it easier for users to effectively identify and
mitigate interpersonal privacy risks1 in images they want to share
online? To answer that question, we introduce Imago Obscura—an
image privacy copilot that leverages generative AI technologies to
help end-users identify image privacy risks, mitigate those risks,
and make more informed decisions about what images to share on-
line. We employed a three-phased, human-centered design process
to design and evaluate Imago Obscura.

First, we conducted a formative studywith seven image-editing
experts to understand how they approachmaking privacy-preserving
image edits. From this study, we distilled five design requirements
to prioritize when developing Imago Obscura. For example, we
learned that while there is a general need to raise users’ awareness
of image privacy risks, it is imperative to do this in a manner that
is customized to users’ lived concerns and contexts of use.

Second, we designed and developed Imago Obscura based
on the design requirements we derived from our formative study.
Imago Obscura enables users to directly articulate their privacy
concerns and sharing intent through natural language, and uses
this information to identify pertinent risks in users’ images. It then
recommends appropriate obfuscation techniques while informing
users of the implications of those techniques, and automatically
applies obfuscation strategies users choose to implement.

Finally, we evaluated Imago Obscura through a lab user study
with 15 participants. In short, participants found that Imago Ob-
scura helped them mitigate the privacy concerns they really cared
about, surfaced relevant risks that would have otherwise gone un-
noticed, and aided them in making an informed decision about
which risks to accept and which to mitigate based on their sharing
intent. We also found some opportunities for improvement. For
example, there is a need for guardrails to prevent malicious use — as
by lowering the barrier to applying obfuscation techniques to their
1Throughout this work we adopt an interpersonal threat model: the adversary is
a human viewer who can identify and infer sensitive details from image content,
rather than a large-scale automated classifier. A full description, including excluded
institutional and purely algorithmic threats are mentioned in the Appendix A.1.

images, Imago Obscura also facilitates the creation of inauthentic
or misleading images. On balance, however, we found that Imago
Obscura helps users make more informed decisions balancing their
desires for privacy and publicity when sharing images online.

In summary, this paper contributes:
(1) Five core design requirements for an image privacy copilot

to help users make informed decisions about how to bal-
ance privacy concerns with sharing intent when obfuscating
images they hope to share online.

(2) The design and implementation of a system, Imago Obscura,
which demonstrates a novel orchestration of AI techniques
to create an intent-aware, image privacy co-pilot that enables
users to:

(a) receive personalized image privacy support tailored to
threats they express in natural language;

(b) apply, compare, and contrast diverse semantic obfusca-
tions to make informed decisions on risk mitigation.

(3) Insights from a summative user study in which we learned
users valued a) the ability to articulate concerns as it helped
them address risks they deemed most important; b) the com-
prehensive presentation of risks and recommended obfus-
cations, which supported informed decision-making; and c)
the ability to apply recommended image obfuscations easily
with precise control and high agency.

2 RELATEDWORK
2.1 Identifying and Taxonomizing

Privacy-Sensitive Content
Studies and Taxonomies on Sensitive Content. Categorizing sensi-

tive content in images is well-studied: e.g., prior work highlights
various sensitive content elements such as faces, objects, back-
grounds, and phone screens [2, 4, 23]. A more recent meta-analysis
of prior literature and an analysis of photos collected from partici-
pants has culminated in a taxonomy of 28 categories of sensitive
content in images [42, 43].

Datasets on Sensitive Content. Prior work in computer vision
has contributed a number of labeled datasets for sensitive content
detection. Some datasets label images as simply private or public
[59, 75], while others label more granular categories of sensitive
content like nudity, violence, and drinking [49, 71–73, 76]. Recent
work by Xu et al. adds detailed reasoning for image privacy labels,
in addition to object-level annotations of sensitive content [67, 68] —
this granular annotation is particularly important for content-level
image privacy protection.
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In short, prior art provides a comprehensive categorization of
image privacy risks. We build on this prior art: Imago Obscura uses
these taxonomies of sensitive content in order to surface content-
level privacy risks to users in an easily accessible manner that
promotes informed decision-making.

2.2 Image Obfuscation Techniques and Their
Effectiveness

Image obfuscation techniques have evolved from traditional meth-
ods like blurring and pixelation [10, 33, 36] to advanced approaches
including inpainting, avatar replacement, and generative content
replacement [21, 30, 40, 66]. Various studies have examined the
effectiveness of these methods [19, 20, 44]. With the advent of im-
age generation models, recent studies have proposed generative
content replacement as an obfuscation technique and have found
them to be effective [30, 66].

While prior work has explored the effectiveness of different ob-
fuscation techniques, it also calls for the need for a human-in-the-
loop image privacy protection tool that helps users make informed
decisions [44, 66]. Imago Obscura answers this call by raising user
awareness of the various obfuscation techniques and their effec-
tiveness as it relates to users’ specific image sharing goals. Existing
tools, ranging from advanced editors to simplified redaction apps
[1, 11, 16], either require significant expertise or focus narrowly
on specific elements like faces or text, and in both cases, offer lit-
tle support for user intent or contextual awareness, making them
difficult for end-users to use effectively. We adopt a user-centered
design approach to develop an AI copilot, bridging the gap between
advanced obfuscation techniques and end-user application.

2.3 Automated Systems for Image Privacy
Identification and Protection

Researchers have made significant strides in developing automated
tools for identifying and protecting sensitive content in images.
Early efforts focused on specific elements, such as Hasan et al.’s
tool to distinguish bystanders from subjects in photos [18] and
Korayem et al.’s work on detecting screens [32]. Expanding on
this body of work, researchers also began integrating automatic
obfuscation techniques. For instance, Ilya et al.’s Face/Off system
recognizes and blurs faces for which the owner lacks permission
[24], while Frome et al. created a system for Google Street View
that automatically detects and blurs faces and license plates [15].
More recently, automated obfuscation techniques have also been
extended to video and device-based privacy contexts to replace
sensitive content in video streams [21, 25].

More recent work has explored user-centered approaches. Li et
al. proposed design considerations for an image obfuscation tool
based on a Wizard of Oz study [41]. Additionally, Vishwamitra
et al. introduced AutoPri, a novel system enabling automatic and
user-specific content-based photo privacy control [62]. However,
all automated obfuscation systems frame privacy as a classification
task: identifying sensitive content and applying traditional obfus-
cation (e.g., blurring, masking) in a context-agnostic way without
consideration of user sharing intent. They offer limited user control
and rarely support understanding why elements are risky or how
risks relate to sharing intent.

Our work both extends and challenges this line of work by re-
imagining privacy protection not just as a matter of automation,
but as a process of helping users balance the privacy–publicity
trade-off. We argue that users need to be active participants in this
pipeline, as the boundary between privacy and publicity depends on
contextual knowledge and intent. Our approach, realized through a
formative study, moves beyond automation toward a copilot model,
where the AI and user collaboratively manage image privacy.

3 FORMATIVE STUDY
We build on prior research demonstrating the potential of AI for
image privacy [45, 66], by exploring how AI-powered features can
simplify the process of identifying and mitigating image privacy
risks, without requiring specialized expertise. To inform the design
of our intelligent image obfuscation tool, we conducted a formative
study with image editing experts. This study aimed to uncover user
needs beyond basic usability barriers, focusing instead on their
workflows, decision-making processes, the techniques they employ,
and the challenges they encounter.

3.1 Participants
We recruited seven image manipulation experts (E1-E7) with 18
months to 10 years of experience in image editing, with some being
self-taught (E3, E5) and others having taken design and digital art
courses (E1, E2, E4, E6, E7).

3.2 Study Procedure
The study consisted of two major components (1) an image ob-
fuscation task, and (2) a post-task semi-structured interview. The
task was screen recorded and the interview was audio recorded.
After obtaining informed consent, participants completed a brief
demographic questionnaire and received an introduction to the
concept of “image obfuscation” and the study’s goals.

For the image obfuscation task, participants were asked to select
images from a subset of the DIPA datasets [67, 68], which is a recent
dataset that has records of images, annotated sensitive elements,
the associated risks, and the sensitivity of the element [67, 68]. The
subset included over 115 images that were high quality and tagged
as having sensitive content that had a user-reported score of more
than 5 out of 7 to ensure that the images were ones that participants
would have concerns about. Participants were asked to envision
a relevant sharing intent and a privacy concern for each image
they chose. Participants were then provided with Krita [34], an
open-source image editor which we additionally equipped with AI
tools such as object segmentation, bounding box segmentation, text-
based generation replacement, reference image-based generation,
and avatar replacement. Participants were instructed to use these
tools to obfuscate their chosen images for privacy preservation. To
contextualize their work, we provided participants with privacy
knowledge materials, including: 1) A list of potential sensitive con-
tent in images 2) Potential threats associated with image sharing
3) Examples of obfuscated images (before and after) from previous
work [44, 66], and a few examples the authors created.

Finally, for the post-task semi-structured interview, we asked
participants questions about the images they obfuscated, their work-
flow and thought process, the rationale behind their choices, their
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task experience, and suggestions and aspirations they have for an
image obfuscation tool.

3.3 Analysis
To elicit user requirements for a system, we conducted a two-phased
analysis. First, we compared and contrasted the risks participants
identified in the images they chose, to the risks that were pre-
identified in the DIPA dataset [67, 68]. Doing so allowed us to
codify the elements and risks identified by our participants, which
they identified beyond what was tagged in the original dataset, and
which risks they seemed to miss. Second, we began with open cod-
ing of the interview transcripts, followed by a thematic analysis to
identify patterns across participants [5]. Two researchers coded the
transcripts independently, and then later came together to resolve
any conflicts in coding. We also analyzed the screen recordings to
understand how the users executed the tasks.

3.4 Findings
Our analysis revealed several findings, some of which confirmed
previous knowledge, while others provided novel insights. Echoing
prior literature [66], participants (E2, E4, E6, E7) identified both
advantages and drawbacks of using AI-powered image editing tech-
niques for privacy. For example, participants appreciated that AI
techniques allow for natural outputs and faster editing. However,
our study revealed that users also appreciated the determinism and
reliability of non-AI editing techniques. The stochastic nature of AI
outputs occasionally frustrated participants:“it generated weird peo-
ple .. it looks like witch-craft .. makes it nonsensical” (E2). Also akin
to prior work [41, 62], we found that users followed a fairly standard
workflow consisting of: Identifying sensitive content, selecting the
sensitive content, and applying an obfuscation technique (E1-7).
However, we also identified previously undocumented pain points
with image editing for privacy. These challenges sharpened our
understanding of the goal of obfuscation—to find a user-acceptable
balance between reaping the social advantages of sharing personal
information and mitigating privacy risks. Through our analysis of
user needs, we also realized an underlying theme: while partici-
pants appreciated automation, they frequently also wanted control
to express their preferences. This finding further pointed to collab-
orative, co-pilot style system rather than one that fully automates
the process of identifying and mitigating privacy risks. We next
discuss these pain points and design opportunities as they relate to
three different phases of the standard workflow we identified.

3.4.1 Identifying sensitive content — Pain points and design oppor-
tunities.

Sharing intent and lived privacy concern impact what people want
to obfuscate. In a few cases, identifying sensitive content was simple
for our participants. Indeed, we found that participants consistently
associated certain objects in images with privacy risks: e.g., license
plates and laptop screens (E1, E2, E4, E6). “I obscure the number
plate...I think that’s obvious”(E2). But there were other situations
where this identification process was more nuanced. We found that
when different participants chose the same image to obfuscate, they
often chose different sensitive objects within the image to obfuscate.

When exploring why, we found that participants were heavily
influenced by their envisioned sharing intent and privacy concern
(E1-7): “maybe your family and friends aren’t comfortable with
the fact that you’re gay” (E1); “maybe blonde hair is identifiable
in this country” (E4). This finding — that different people have
different intentions and concerns and thus take different approaches
to mitigating privacy risks on the same image — led us to realize
there is a need for a flexible, content-aware system that can
take into account users’ sharing intent and privacy concerns.

Participants needed content-relevant reminders of privacy risk.
During the study, some participants referred to the provided list
of privacy risks to identify sensitive content in images. Several
found it helpful when identifying threats (E1, E3, E6). “it gave me a
good idea of what different options I could do and what elements I
should look for”. However, others engaged with it at a surface level,
describing it as too large or detailed (E1, E2, E6, E7). They noted
that while the list was helpful, it wasn’t convenient. Notably, some
participants also said the list surfaced risks they had forgotten or
hadn’t previously considered (E1, E3, E4). “... I did not know .. that
even appearance and self-presentation could be privacy concerns”
(E3). Taken together, these findings suggest that users need to
be made aware of the broad spectrum of content-specific
privacy risks.

3.4.2 Selecting Sensitive Content — Pain points and design oppor-
tunities. Despite all participants having more than one year of
experience with image editing, they struggled with the process of
selecting sensitive content in an image after they had identified that
content as sensitive. For example, they faced difficulties in precisely
selecting an object or ensuring that the correct layer was selected
when manipulating the image (E1, E4-7).“it was a little confusing for
me with all the layer stuff, but it wasn’t super confusing, especially
since I had prior experience” (E1). Participants preferred to use the
object selection tool (an AI-powered object segmentation tool) to
precisely select an area of interest (E1, E2, E4). This observation fur-
ther highlighted the need to reduce the complexity in directly
selecting and manipulating sensitive content in images.

3.4.3 Obfuscating Images — Pain points and design opportunities.

Participants select obfuscation techniques based on prior familiar-
ity, not effectiveness at mitigating privacy risks. Some participants
implicitly considered the pros and cons of different obfuscation
techniques. For example, one participant chose image generation
over blurring as it produced “believable fake additions” (E4). How-
ever, many participants selected an obfuscation technique based
on convenience and prior familiarity, rather than based on the ap-
propriateness of a technique vis-a-vis a specific privacy risk and/or
sharing intent (E1, E2, E4-6). For instance, participants often se-
lected pixelation or blurring, even though these techniques were
less effective than other options. When asked why they chose to
use the same obfuscation techniques and not consider others, E6 ra-
tionalized: “I just forgot how to do it.” These observations highlight
the need for a system that makes users aware of and under-
stand the pros and cons of broad spectrum of obfuscation
techniques.
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Figure 3: ImagoObscura addresses “self disclosure risks”. (1) Identifies that the numbered candle can reveal personal information.
(2) Recommends removing the candle from the image. (3) Precisely selects the sensitive area, the candle, and applies inpainting.

The most appropriate obfuscation technique varied based on shar-
ing intent and participant preference. Our analysis showed that
personal preference and sharing intent were the most important
factors for participants when choosing obfuscation techniques. For
instance, E2 chose to blur a bystander in an image for a research
paper because they wanted the obfuscation to be apparent to the
viewer. Others experimented with different obfuscation techniques
and ultimately selected one that best matched their preference and
comfort level. We noted that participants exhibited varying levels of
comfort with sharing obfuscated images—E2 was reluctant to share
a heavily obfuscated image online, while E7 was more open, even
after heavily manipulating an image by adding obvious fictional ele-
ments, like a snow castle in the background. Participants also aimed
to more precisely control the output of AI-powered obfuscation
techniques by using prompts and reference images. E3, for example,
replaced the face of a bystander in an image with one of a specific
public figure by using a reference image of that public figure: “I
replaced the face .. with the photo of a model... models are like
very much public” (E3). Overall, these findings further highlight
that a purely automated approach to obfuscation is unlikely to be
widely accepted: users want granular control when applying
and fine-tuning obfuscations.

4 IMAGO OBSCURA
We distilled five design requirements from our formative study.
Guided by these requirements, Imago Obscura enables users to
make informed decisions about if and how to obfuscate personal
images by guiding users through a structured workflow. In this sec-
tion, we describe the five design requirements and provide examples
of how they were operationalized in Imago Obscura. Figure 1 shows
the entire user workflow in sequence.

4.1 DR1: Enabling expressive articulation of
privacy concern and sharing intent

An image privacy copilot should adapt to users’ directly expressed
privacy concerns and sharing intent.

Natural language expression. Imago Obscura allows users to di-
rectly articulate their privacy concerns and sharing intent through
natural language. To scaffold this articulation, we ask users two

questions inspired by a study conducted in previous work [41] —
i.e., “What’s your main purpose of sharing this image?” and “Do
you have any privacy concerns about this image?”. For example,
a user can express that they want to announce the birth of their
child, but do not want to show their face (Appendix Figure 13).

Visual annotation of areas of concern. Natural language is pow-
erful, but sometimes it is faster and quicker for users to directly
select and manipulate sensitive content in images. For example,
when there are multiple people in the photo, it may be easier to
directly click on a bystander’s face than to type out a description
of the bystander (Appendix Figure 14). Therefore, we gave users
the option to directly select concerning content in an image.

4.2 DR2: Increasing awareness of content-level
privacy risks

An image privacy copilot should proactively surface potentially
risky content beyond a user’s immediate privacy concern. Identify-
ing and addressing privacy risks associated with image sharing is
essential for informed decision-making. Imago Obscura identifies
five content-related categories of image privacy risk, drawn from an
analysis of prior art that includes taxonomies of sensitive content
[42, 43, 68] and image privacy risk at large [2, 13, 51, 68]. Below,
we describe each of the five image privacy risks Imago Obscura
identifies, and provide illustrative examples of each.

Self-Disclosure Risk. Self-disclosure risk involves the unintended
revelation of personal details that may compromise an individual’s
privacy. This risk occurs when subtle cues in an image reveal in-
formation such as personal habits, health conditions, private life
events, etc, or allow outsiders to infer details about someone’s inter-
ests, affiliations, or habits: e.g., a photo of a bookshelf might suggest
certain intellectual or political leanings; a gym bag could hint at
fitness routines; medication bottles can disclose health issues; spe-
cific types of food may imply dietary restrictions or choices. In
Figure 3, a mother wanting to share a photo of her child cutting
a birthday cake may unwittingly reveal the child’s age through a
numbered candle. Imago Obscura identifies this detail and flags it
as a self-disclosure risk.
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Figure 4: Imago Obscura addresses “identity exposure risk”. (1) Identifies that the tattoo can reveal the person’s identity. (2)
Recommends to replace the tattoo with a new one. (3) Precisely selects the sensitive area, the tattoo, and applies generative
content replacement.

Figure 5: Imago Obscura addresses “confidential information leakage risk”. (1) Identifies that the notes on the board can reveal
confidential information. (2) Recommends to blur the notes on the board. (3) Precisely selects the sensitive area, the board, and
applies blur.

Identity Exposure Risk. Identity exposure risk refers to the po-
tential for an individual’s identity to be uncovered through visible
personally identifiable information (PII) or distinguishing informa-
tion such as facial features, ID cards, or unique body marks. As
shown in Figure 4, a climbing gym photo intended for the website’s
hero image includes a person whose face is obscured, but a visible
tattoo could still reveal their identity.

Confidential Information Leakage Risk. Confidential information
leakage risks occur when secret or proprietary information is visible
in the background of an image. This can happen, for example, in
business environments where whiteboards or computer screens
are captured or documents are visible on a desk. For instance, in
Figure 5, a researcher planning to share a photo from a collaborative
workshop captures notes on a whiteboard. Imago Obscura flags
these notes as having the potential for confidential information
leakage and suggests techniques to mitigate this risk.

Location Exposure Risk. Location exposure risk involves identifi-
able location information being revealed, compromising the user’s
physical privacy and safety. These risks can arise when recognizable
landmarks, or specific weather patterns are visible. For instance, in
Figure 6, a person wants to share their home office setup, but the
view from the window shows recognizable buildings, potentially
disclosing the location of their home. Imago Obscura identifies and
alerts the user to potential location exposure risks.

Bystander Risk. Bystander risks arise when individuals in the
background of an image are unintentionally captured. This can
occur in crowded public places or events, where bystanders may
not be aware that they are being photographed. Examples include
street scenes, public gatherings, or casual photos taken in parks. In
Figure 7, a marathon runner shares a picture of themselves running,
but a bystander’s face is visible in the background. Imago Obscura
flags the bystander, suggesting techniques to obscure their identity.
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Figure 6: Imago Obscura addresses “location exposure risk”. (1) Identifies that the window view can reveal the location. (2)
Recommends to replace the window view. (3) Precisely selects the sensitive area, the window, and applies generative content
replacement.

Figure 7: Imago Obscura addresses “bystander privacy risk”. (1) Identifies that the bystanders’ privacy might be at risk. (2)
Recommends to generate a new running crowd scene. (3) Precisely selects the sensitive area, the bystander, and applies
generative content replacement.

4.3 DR3: Promote informed decision-making
An image privacy copilot should provide users with explanations
of privacy risks it identifies, and promote obfuscation strategies
that minimally interfere with sharing intent. To promote informed
decision-making, we provide users with detailed explanations of
both the risks identified and obfuscation techniques recommended
to address those risks.

Presenting Risks, Sensitive Content, Threat Actors, and Severity.
While surfacing pertinent risks is crucial, we realized the impor-
tance of presenting these risks to users in a manner that is easy
to understand and act upon. To ensure user comprehension, we
present identified risks in natural language, phrasing them to ac-
count for the user’s specific concerns and/or sharing intent. For
example in Figure 6, Imago Obscura presents a location exposure
risk with the label “Exposes your location” and provides an ex-
planation of what content may result in the risk: “Cityscape seen
from window”. Furthermore, we present the sensitive content from

which the risk arises and potential threat actors who might be able
to exploit the risk. Recognizing that some sensitive elements can
reveal more information than others and that risks vary in severity,
we also classify and present the severity of each risk to the user as
High, Medium, or Low.

Presenting Image Obfuscation Techniques and Their Attributes.
Our formative study revealed that participants often chose image
obfuscation techniques arbitrarily, partly due to forgetting about
the gamut of available options. Therefore, beyond risk identification,
Imago Obscura presents obfuscation techniques for each identified
risk: converting the recall problem into one of recognition. Our tool
enables the application of a broad range of obfuscation techniques
curated from existing literature [30, 44, 66]. The list of curated
obfuscation techniques is in Appendix A.3, and also visualized in
Figure 8. The formative study also showed that participants often
overlooked the effect of obfuscation techniques on the final image.
Accordingly, we highlight each technique’s unique properties and
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Figure 8: Demonstration of the diverse image obfuscation techniques enabled by Imago Obscura. Each pair shows the original
(left) and obfuscated (right) image: (1-2) Blurring and pixelation of screen content to protect confidential information (3)
Masking of license plate to preserve vehicle anonymity (4) Silhouette masking to anonymize a whistle-blower in a news article
(5) Removal of house number to conceal the specific location (6) Avatar replacement to protect identity of a child’s friend (7) Bar
replacement to obscure a fellow participant (8) Point-light representation shows body pose while preserving anonymity; (9)
Generative replacement of an alcohol bottle avoids promoting alcohol.

how it affects the image. Informed by prior art, we consider various
attributes to define the effectiveness of each obfuscation technique:
effectiveness against recognition, detectability, visual harmony,
narrative coherence, realism, and vulnerability [19, 44, 66]. These
attributes are presented in Appendix Table 1.

4.4 DR4: Facilitate easy and effective
application of obfuscation techniques

An image privacy copilot should present users with a streamlined
process to reduce the complexities of precisely selecting the sen-
sitive content and applying effective obfuscation techniques. To
simplify the mitigation privacy risks that users want to address, we
made both selection of risky content pertinent to those risks and
application of obfuscation techniques accessible through one-click
interactions.

Precise selection of risky content. After a user chooses which risk
they would like to address, Imago Obscura enables the selection
of the sensitive content pertinent to the risk automatically with a
one-click action. The system then precisely selects the sensitive
content and awaits confirmation from the user.

Easy application of obfuscation techniques. On confirmation that
the selection aligns with the user’s intention, Imago Obscura au-
tomatically applies the chosen obfuscation technique, also with a
one-click interaction. Figure 8 illustrates the different obfuscation
techniques that are possible through Imago Obscura — these include
traditional obfuscation techniques like blurring, pixelation, and
masking, as well as AI-powered techniques like removal/inpainting,
point light replacement, and generative content replacement.

4.5 DR5: Ensure autonomy and granular control
An image privacy copilot should remain just that — a copilot. It
should afford users ultimate authority to make decisions about what
and how to obfuscate an image. To ensure autonomy and granular
control, Imago Obscura affords users choice at every step of the
risk identification and mitigation workflow.

Choice over which risks to mitigate, and how to mitigate them.
While we present various risks pertinent to the image and the user’s
sharing intent, users retain full control over which privacy risks
they want to address. For instance, if a user is sharing a photo of
themselves in front of the Eiffel Tower, they canmake an intentional
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choice to forgo location exposure risks. For each sensitive content
segment linked to a risk, the system recommends at least two
obfuscation techniques from which the user can choose.

Manual refinement of automatic selection. While the system auto-
matically selects sensitive objects for users to obfuscate to address
a specific risk, they are also afforded the option to refine their se-
lection of objects in the image prior to applying the recommended
obfuscation technique.

Ad hoc use of obfuscation techniques. Beyond the recommended
obfuscation techniques, Imago Obscura also enables users to ap-
ply obfuscation techniques in an ad hoc manner. It does so by
presenting a toolbar with an AI-powered precise selection option,
two traditional image transformations (blurring and masking), and
two AI-powered image generation-based obfuscation techniques
(generative content replacement and avatar replacement).

Granular control over obfuscation techniques. Imago Obscura
provides users with granular control over obfuscation techniques
through the use of intensity control sliders, text prompts, and ref-
erence image upload options. For example, users can increase the
blur on confidential information, replace a bystander’s face with
that of a reference photo, or create a fictional background.

5 IMPLEMENTATION
We implemented Imago Obscura as a plugin for the open-source
graphics editor Krita [34]. Imago Obscura utilizes an integrated
ensemble of four AI models to enable the workflow and design
space we described. Specifically, it leverages a multimodal large
language model, GPT-4o [3, 52], to identify privacy risks in images
based on user’s expressed privacy concerns and the taxonomy of
privacy risks we described above; a vision model, Florence 2 [65],
to automatically annotate images with bounding boxes and labels
for objects found in the image; a segmentation model, SAM [31], to
get precise selections of sensitive content in the image, helping us
to associate privacy concerns with specific regions of the image;
and, a text-to-image generation model, stable diffusion [28, 54], to
automatically apply AI-powered image obfuscation techniques if
the user so chooses. A full overview of this process can be seen in
Figure 9.

Users select an image, and can articulate their privacy concerns
and sharing intent of that image through natural language and vi-
sual annotation. Once the user presses a button to analyze privacy
risks, we feed the image, users’ concerns and sharing intent, and
the taxonomy of image privacy risks we synthesized from prior
literature through our ensemble of multimodal AI models. Using
this input, Imago Obscura identifies sensitive content in the im-
age that users may consider obfuscating. These risks are presented
to users in the form of explanations of why that content may be
risky. Finally, users can choose to act on any of the identified risks.
For each risk, the system presents a subset of relevant obfuscation
techniques from the nine techniques we found in prior literature
(Appendix A.3). Users can easily apply these techniques through
simple click-based interactions. The cumulative effect of this work-
flow is that users get highly customized and personalized assistance
with identifying and mitigating pertinent privacy risks in images
they hope to share online.

5.1 Pre-scan Process
Prior to engaging the Multi-modal Large Language Model (MLLM),
the image undergoes a preliminary scan using the Florence vision
model [65], chosen for its robust object detection and classifica-
tion capabilities. Florence provides labeled bounding boxes for all
detected objects, which are then supplied to the MLLM. This pre-
liminary analysis serves as a form of visual prompting, employing
the “set-of-mark prompting” technique that has been shown to
improve MLLM’s visual reasoning capabilities [70]. The annotated
image functions as a visual guide, informing subsequent steps in the
privacy risk analysis and obfuscation process, enabling the MLLM
to focus on targeted areas within the image.

5.2 Prompting Techniques to Identify Risks
The tool begins by developing an understanding of the image, inte-
grating the user’s sharing intent and privacy concerns. This process
is guided through a series of structured prompts, using chain-of-
thought prompting [64] to instruct the Multimodal Large Language
Model (MLLM) to systematically analyze the image content, user
context, and potential privacy risks (see Appendix A.7.1 for the
prompt).

The system initiates the analysis by instructing the MLLM to
examine the image and user’s sharing intent and privacy concerns
highlighted through text or visual annotations. User-provided visual
annotations — areas marked in green — are provided as visual
prompts and guided to be interpreted as direct indicators of privacy
concerns. The MLLM is specifically instructed to prioritize these
user-indicated regions to ensure that the user’s specific privacy
concerns are addressed first. Once these concerns are identified,
the MLLM follows a two-step process.

(1) Identify Sensitive Elements: The model is guided to scan the
image to identify potentially sensitive content by referring to
a curated list of potential sensitive elements. This curated list,
derived from prior literature, encompassed detailed elements
in categories such as identity and personal information, nu-
dity, and social contexts.

(2) Assess Privacy Risks: The MLLM is further guided to evalu-
ate the identified sensitive elements to determine potential
privacy risks, while referencing a curated list of privacy
risks (Section 4.2). These risks are assigned a severity level
(High, Medium, Low) and potential threat actors (e.g., public
users, companies, acquaintances) based on context and are
instructed to be presented in natural language.

5.3 Prompting Technique to Recommend
Obfuscation

Following the identification of privacy risks, the system instructs
the MLLM to identify and recommend appropriate image obfusca-
tion techniques (see Appendix A.7.2 for the prompt). The model is
prompted to choose from a list of obfuscation techniques (Appendix
A.3). The MLLM is then instructed to generate up to two recommen-
dations per sensitive element, using user-friendly, non-technical
language to describe the obfuscation methods. These recommenda-
tions are tailored based on the image, the user’s provided concern,
and attributes identified in previous literature (Appendix Table 1).
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Figure 9: Step-by-step outputs of each model in the Imago Obscura pipeline. 1) The vision model detects and labels objects with
bounding boxes. 2) The MLLM identifies sensitive content and recommends obfuscation strategies (shown as a JSON object). 3)
The vision model re-localizes the sensitive elements identified by the MLLM. 4) The segmentation model refines the selected
region with precision. 5) The image generator replaces the selected region using the chosen obfuscation method.

Finally, we receive a JSON object that includes the risks, their sever-
ity, relevant threat actors, sensitive elements, and recommended
obfuscation techniques with their attributes.

5.4 Locating and Selecting Sensitive Elements
To apply obfuscations precisely, the tool first aggregates all identi-
fied sensitive elements from the JSON object output by the MLLM.
It then uses the Florence vision model to locate each sensitive
element, generating bounding boxes to provide approximate loca-
tions. For more precision, these bounding boxes are passed to the
Segment Anything Model (SAM) [31], which generates detailed
contours. Finally, the detailed contours are used by the graphic
editor’s selection tool to enable precise content selection.

5.5 Applying Obfuscations
Imago Obscura applies traditional image obfuscations, such as blur-
ring and pixelation, through the integrated image editing tools
of Krita. For the AI-driven techniques, the system combines AI
methods with these traditional transformations. Techniques like
removal/inpainting, avatar replacement, and generative content re-
placement leverage a stable diffusion model to replace sensitive con-
tent with generated elements. For bar and point-light replacements,
the sensitive element is first removed via inpainting, followed by
the application of the respective replacement.

6 EVALUATION
To evaluate Imago Obscura, we conducted an in-person lab user
studywith 15 participants. The goal of our user studywas three-fold.
First, drawing on the Security and Privacy Acceptance Framework
(SPAF), which outlines three key barriers that inhibit end-user
adoption of new and expert-recommended security and privacy
tools [9], we wanted to assess Imago Obscura’s impact on users’
awareness of, motivation to address, and their ability to mitigate
pertinent privacy risks in images.Next, we aimed to assess how well
Imago Obscura fulfilled the five design requirements we distilled
from our formative study (DR1–5).

Finally, we wanted to understand to what extent users found
Imago Obscura useful and usable. We considered but ultimately
excluded comparisons to existing tools like Photoshop or prior
privacy-specific systems as these tools do not surface privacy risks
or support intent-aware mitigation strategies. Instead, we opted for
a within-subjects design using participants’ own images, allowing
us to assess how the tool supports real privacy goals and decision-
making in context.

To these ends, we used pre-task and post-task surveys, a final
survey including the System Usability Scale (SUS), and a semi-
structured exit interview. This protocol was revised based on in-
sights we gained from an initial set of pilot studies we conducted
with a separate set of 12 participants.

Note that we also conducted a technical evaluation of the risk
identification component of our model pipeline to ensure that its
outputs were robust and accurate — we share the details of that
evaluation in the Appendix A.6. In short, with GPT-4o [3], our
approach achieved an accuracy of ∼70% for sensitive object identi-
fication, ∼83% for risk category classification and ∼73% for severity
assessment on the DIPA2 dataset [68].

We consider this evaluation peripheral because, to some degree,
Imago Obscura is model agnostic — if more accurate models become
available in the future, Imago Obscura will be able to take advantage
of them. Moreover, since Imago Obscura is a copilot and not a full
automation tool, we consider this performance good enough to
support users in making informed decisions.

6.1 Participants
We recruited 15 end-users (P1-P15) who had previously shared
personal images online. Participants ranged in age from 18 to 31
years old (5 male and 10 female). All participants had an academic
background including undergraduate students, PhD candidates, and
research assistants. Six participants reported previous experience
with image obfuscation techniques, using tools such as Adobe Pho-
toshop, Background Remover app, Adobe Firefly, Canva’s blurring
tool, and built-in smartphone editing features.
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6.2 Study Procedure
Our study lasted approximately one hour. Participants were asked
to bring four personal images each to the study: two they previously
shared online (shared images) and two they wanted to share but had
withheld due to privacy concerns (withheld images). Participants
were first briefed on the goal of Imago Obscura and the study and
were then shown a video walkthrough of the tool before beginning
the tasks All study procedures were approved by our institution’s
Institutional Review Board (IRB). Participants provided informed
consent and were explicitly informed that their uploaded images
would be processed using third-party AI services. They were given
the option to opt out or substitute alternative images if desired.

Task: Participants were then asked to use the tool on each of
the four images they brought. They were required to load each
image into Imago Obscura, express their privacy concerns and/or
sharing intent with that image, and have a look at the privacy risks
surfaced; they were not required to make changes to the images.

Measurements: Participants were asked to fill in a pre-task
and post-task questionnaire for each image. These questionnaires
focused on measuring the tool’s effectiveness against our design
requirements through Likert scale questions (see Appendix A.5.1
for the full set of questions). Generally, these scales comprised of
attitudinal questions such as “I feel that the tool understood my
privacy concerns and sharing intent” where participants had to rate
agreement from a scale of ranging from 1 (strongly disagree) to 5
(strongly agree). Following best practices in questionnaire design,
some of our questions were reverse-coded.

After completing the tasks with all four images, participants were
asked to fill in a final questionnaire, which aimed to measure how
Imago Obscura addressed the SPAF barriers. The final survey also
had a section with the System Usability Scale (SUS) questionnaire
to evaluate overall usability.

Exit interview: After participants used Imago Obscura on all
four of their images, we conducted a final semi-structured inter-
view. The questions we asked participants were informed by their
responses to the questionnaires they filled out for each image and
centered around understanding whether the individual design re-
quirements were met. For example, we asked questions like: “In the
survey you indicated that the tool helped/did not help you iden-
tify privacy risks you hadn’t considered before. Could you share
more about what led you to this conclusion?”. Participants were
encouraged to refer to the four images they tested and give ex-
amples while answering these questions. We ended with a brief
demographic questionnaire. This mixed-methods approach allowed
us to evaluate Imago Obscura both quantitatively and qualitatively.

Analysis: We employed a mixed-methods approach to analyze
our data. The interview responses were thematically analyzed by
two researchers individually who later came together to resolve any
conflicts [5]. Our approach combined both deductive and inductive
coding. We began with a deductive coding frame to assess whether
Imago Obscura adhered to our five design requirements (DR1–5)
and addressed the SPAF barriers (awareness, motivation, ability) [9].
In parallel, we remained open to emergent themes that reflected
participants’ unanticipated concerns, reactions, or values. These
inductive insights revealed additional opportunities and limitations
that were not captured by the original design requirements.

To complement our qualitative analysis, we also analyzed the
post- versus pre-task questionnaires participants filled out for each
image. First, outside of the SUS scale items, all reverse-coded items
were re-coded before analysis to ensure a consistent interpretation
of scale direction (i.e., with a 1 indicating a negative impression, and
a 5 indicating a positive impression). We then calculated descriptive
statistics (means and standard deviations) for metrics related to
each design requirement and SPAF barrier.

We next fit two random-intercept ordinal logistic regressions to
model how use of Imago Obscura affected participants’ belief that
an image: (i) captured what they wanted to express by sharing it
(“expression capture”), and (ii) contained concerning privacy risks
(“perceived privacy risk”). The primary predictor variable in these
models was whether the questionnaire was filled out before or after
using Imago Obscura to modify an image (pre-task vs. post-task,
with pre-task being the reference level). Each model was run for
three groups of images: all images (4 per participant), previously
shared images (2 per participant), and previously withheld images
(2 per participant). We accounted for repeated measures with a
random-intercept term for participant ID. We verified the propor-
tional odds assumption using graphical diagnostics and found no
violations. As noted in Figure 12, the reported p-values are derived
from these regression models. For statistically significant coeffi-
cients (𝑝 < .05), we also report odds ratios (OR), calculated as 𝑒𝛽 ,
to aid interpretation (Table 3).

6.3 Findings
Participants expressed a variety of sharing intents for the images
they brought in — from documenting personal experiences, celebrat-
ing achievements, highlighting casual moments, and showcasing
scenic or humorous content with friends and followers. The pri-
vacy concerns they expressed about their withheld images — i.e.,
images they wanted to share but did not for privacy reasons — in-
cluded: violating the privacy of others pictured without consent;
unintentionally disclosing sensitive personal spaces or geographic
locations; and, sharing content that could be misunderstood or pose
reputational risks.

6.3.1 How does Imago Obscura impact users’ awareness of,
motivation to, and ability to address image privacy risks?

Awareness Barrier: Participants strongly indicated that Imago
Obscura enhanced their awareness of privacy risks in images (M=4.53,
SD=0.64) and improved their understanding of potential privacy
risks (M=3.93, SD=0.96). P13 noted during the interview, “It didn’t
occur to me that somebody might be able to identify the building,
and that could be a privacy risk in a certain type of photo”. P12
mentioned “I think definitely I would use something like [Imago
Obscura], in the future, if I’m taking a photo, in my house where
you could see more of a layout, especially being a small woman,
I think more about personal safety and stuff”. Participants also
reported becoming more aware of different obfuscation techniques
available to address image privacy risks (M=4.60, SD=0.50). The
tool successfully enhanced participants’ awareness of how to ad-
dress privacy risks in images (M=4.26, SD=0.59). P8 explained, “it
gave different suggestions for how you can replace it, like replacing



UIST ’25, September 28-October 1, 2025, Busan, Republic of Korea Monteiro et al.

Note: Based on final questionnaire likert ratings (1 = strongly disagree to 5 = strongly agree); reverse-coded items were re-coded for consistency.
Figure 10: Participants rated ImagoObscura highly across all three SPAF barriers—awareness,motivation, and ability—suggesting
the tool effectively supports users in adopting pro-image privacy behaviors.

the people with statues that look similar. It’s not something that I
would have thought of”.

Motivation Barrier: Our results suggest that Imago Obscura
positively influenced participants’ motivation to address image
privacy risks. Participants reported that using the tool made them
more likely to consider mitigating privacy risks in their images
(M=4.13, SD=1.06). Participants also felt motivated to take steps
to address privacy risks in the images they share online (M=4.33,
SD=1.11). Furthermore, participants expressed increased confidence
in their ability to share images while mitigating key privacy risks
(M=4.00, SD=0.92). As P3 remarked: “I started looking to make sure
what could be a risk. And I think I didn’t do that before, when I was
even posting. I’m usually a very careful person, but it definitely
helped me become, like, a little bit more aware of that.”

Ability Barrier: Imago Obscura successfully supported partici-
pants in overcoming the ability barrier by making it easier for them
to address privacy risks in their images (M=4.40, SD=0.63). Partici-
pants felt that the tool helped them identify risks in their images
that they hadn’t considered before (M=4.00, SD=1.19), although
there was more variation in responses to this question compared
to others. P8 explained, “It did highlight almost all the privacy
concerns I had, probably even uncovering some concerns which
I did not think of, including geo tagging and so on.” Participants
also reported feeling confident about sharing their images online
after using the tool (M=3.80, SD=1.14) and also felt supported in
effectively applying techniques to mitigate pertinent privacy risks
(M=3.8, SD=0.74). P12 stated: “I think it made me feel more com-
fortable posting the photos that I didn’t post, right? Being able to,
like, pick and choose what I wanted out and cover what necessarily
shouldn’t be online.”

6.3.2 How well does Imago Obscura adhere to design re-
quirements?

DR1: Understands and Accounts for User-Articulated Pri-
vacy Concerns. Participants felt that Imago Obscura understood
their privacy concerns and sharing intent (M=4.13, SD=0.92) and

effectively addressed their concerns (M=4.15, SD=1.05). For exam-
ple, P1 stated: “[...] I had stated my privacy concerns, and the tool
was able to pick up on that and also identify objects or people in
the image that I had not considered obscuring before [...]” More
generally, users appreciated how the system recognized a broad
spectrum of concerns, from identifying individuals in backgrounds
to detecting revealing location information.

DR2: Expands Awareness of Content-level Privacy Risks.
Many participants reported becoming more aware of privacy risks
they hadn’t previously considered (M=3.73, SD=1.04): “I never really
thought about specifics, like flags of places that I was visiting [...]
People can look up the town and they could figure out everything.”
(P10) The tool particularly heightened awareness around location
leakage, the presence of bystanders, and background elements that
could compromise privacy. “...[I] actually have people in the back-
ground... I know one of them is specifically very obsessed with
privacy issues. I have shared this photo before without blurring,
but I think if I want to share it again now I will blur.” (P15) Accord-
ingly, participants reported Imago Obscura having an educational
effect: “I think it’s giving a pretty good taxonomy of risks with
their rating on each picture... by running these four pictures, I kind
of learned different ways of framings of some potential privacy
risk and how they are ranked in the pictures” (P14). Similarly, P3
was surprised when the tool identified a logo that could reveal
their location, noting it was “something that I completely brushed
over.” Beyond physical locations, participants recognized subtle
contextual identifiers in images: from visible phone screens (P7)
to religious buildings (P8) and even flags (P9), which could reveal
personal information. By highlighting overlooked risks, the tool
broadened users’ privacy awareness beyond their initial concerns.

DR3: Empowers Informed Decision-Making. Participants re-
ported feeling empowered to make informed decisions about ad-
dressing privacy risks in their images (M=4.28, SD=0.69). In partic-
ular, they appreciated that the tool explained both the identified
risks and the corresponding obfuscation strategies, enabling them
to weigh trade-offs. When asked what helped them decide which
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Note: Based on Post-tool use questionnaire likert ratings (1 = strongly disagree to 5 = strongly agree); reverse-coded items were re-coded for consistency.
Figure 11: Participants reported that Imago Obscura satisfied all five design requirements (DR1–DR5).

mitigation strategy to employ, a participant highlighted how “when
I hover the mouse... it showed you, like, a box” and offered an
“explanation that what it does”, referring to how the tool visually
highlighted areas of concern and clearly described the suggested
mitigation strategy along with its relevant attributes. Participants
also appreciated the variety of obfuscation options provided, and
that they could easily apply and remove the obfuscations to chose
which they technique they preferred more.

Significance: ∗𝑝 < .05; ∗∗𝑝 < .01; ∗∗∗𝑝 < .001
Note: p-values come from a random-intercepts ordinal regression.

Figure 12: Using Imago Obscura significantly reduces the
perceived privacy risk in an image.

Our quantitative results align with the finding that Imago Ob-
scura enabled more informed choices (Fig 12, Appendix Table
3 ). Across all images, participants’ perceived privacy risks de-
creased significantly after using the tool (M=–1.2, SD=1.69; 𝛽 =

−1.66, 𝑒𝛽 = 0.19,𝑝 < .001 - statistically significant). This effect was
most pronounced forwithheld imageswhere risk perceptions dropped
bymore than two points on average (M=-2.26, SD=1.26 𝛽 = −4.43, 𝑒𝛽 =

0.012, 𝑝 < 0.001), with an odds ratio of 0.012, meaning participants
were over 80 times less likely to report higher risk—an extremely

strong effect. In contrast, for shared images, the average reduction
in perceived privacy risk was not significant (M=-0.13, SD=1.382
𝛽 = −0.56, 𝑝 = 0.285)— largely because participants did not harbor
strong privacy concerns for these images in the first place.

Moreover, we found no significant change in participants’ belief
that using ImagoObscura to address privacy risks changed howwell
that image captured their sharing intent (M=–0.12, SD=1.15; 𝛽 =

−0.24, 𝑝 = 0.518). While absence of evidence cannot be considered
evidence of absence, our findings at the very least suggest that
if the modifications introduced by Imago Obscura are negatively
impacting sharing intent, the effect is quite small.

In sum, we can surmise that Imago Obscura helped participants
greatly reduce perceived privacy risk without compromising shar-
ing intent — especially for images that participants wanted to share
but withheld for privacy reasons.

We identified four different scenarios that showcased how Imago
Obscura impacted users’ decision-making on whether and how to
mitigate image privacy risks:

(1) Users with no awareness of privacy risks in an image became
aware of potential risks and took steps to mitigate them.

(2) Users aware but unconcerned about certain risks, upon re-
ceivingmore information andmitigation options, mademore
confident decisions after weighing sharing intent against
concerns.

(3) Users aware of specific privacy risks in an image found that
the tool effectively identified and helped mitigate them.

(4) Users uncertain about the validity of their concerns gained
clarity when the tool highlighted risk severity (i.e., low/medi-
um/high), often increasing confidence in their decision to
share or not share.

DR4: Facilitates application of obfuscation techniques. Par-
ticipants rated the tool positively for its effectiveness at applying
image obfuscation techniques (M=3.73, SD=1.21). The seamless in-
tegration of risk identification and mitigation capabilities received
positive feedback, highlighting the tool’s success in meeting DR4
by making privacy protection techniques accessible and effective.
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“I think it was very intuitive, like you type and then you press
generate, and then it gives you all the options, right? I think it’s
very clear” (P5). Participants found that the tool made it easier
to implement privacy protections that would otherwise require
specialized skills: “it’s like, more user friendly than Photoshop
because of the AI part of it, and specifically that it specified things
that you can change or you shouldn’t change.” (P4) Participants also
mentioned that Imago Obscura had a low learning curve, so that
even users without technical backgrounds could apply sophisticated
obfuscation techniques: “The learning curve was very low, so it’s
pretty easy to learn.” (P1)

DR5: Ensures autonomy and granular control. Imago Ob-
scura successfully provided users with a sense of autonomy and
control during the risk mitigation process (M=3.91, SD=1.06). Par-
ticipants reported feeling in control while applying risk mitigation
techniques, appreciating the ability to selectively address specific
risks according to their preferences.

The system’s approach of providing options rather than making
unilateral changes was particularly valued: “I felt in control, because
I could, like, discard the changes or type like a more specific prompt
if I wanted to, and still have, like, the autonomy to choose from,
like the generated images [...] So I was able to go back in and select
only like specific amount and generate based on that.” (P3) This
agency allowed users to carefully consider the privacy-publicity
tradeoff for each image, weighing what elements were important
to preserve sharing intent while mitigating potential privacy risks.

Many participants appreciated the object selection feature be-
cause it gave them granular control. ‘P10 stated: “I was able to very
clearly specify, like, I want to blur out this part of the image... being
able to just click in... when I did click specific parts would usually
get what I wanted, so being able to have more fine tuned control
was a good feeling.” This sentiment was echoed by others, with P3
explaining that precise selection helped them feel in control when
iteratively refining obfuscations: “...it kind of altered my face. So I
was able to go back in and select only like specific amount and gen-
erate based on that.” Several participants (P6, P14, P15) requested
even more advanced selection tools like those found in professional
editing software, with P6 suggesting “if there was something like a
lasso tool or something that could be more flexible as compared to
just, you know, explicit object selection in the image... that will be
pretty useful.”

6.3.3 How usable is Imago Obscura? Overall, participants re-
ported a positive usability experience, particularly in terms of ease
of use and learnability. The usability evaluation revealed an aver-
age estimated SUS score of 70.1, indicating a good overall level of
system usability. It is worth noting, however, that we accidentally
omitted the system inconsistency question typically present in the
SUS scale —– effectively reducing the maximum possible score to
90 from 100 (since we assume the most pessimistic case where all
participants answered strongly agree to the question “I thought
there was too much inconsistency in this system.”). Thus the score
we report above should not be compared against the standard SUS
benchmarks. Instead, we focused more specifically on the individ-
ual items of the SUS. Participants demonstrated particularly high
ratings for the system’s ease of use (M = 4.2) and low perceived
need for technical support (M = 4.47), suggesting a user-friendly

interface. The system’s learnability was also perceived positively,
with users indicating they would quickly learn to use the system
(M = 4.0). Conversely, the lowest-scoring areas included the per-
ceived frequency of use (M = 3.47) and system integration (M =
3.87), which may warrant further investigation to enhance overall
user engagement and system cohesiveness.

6.3.4 What other values, concerns, or reactions did partici-
pants express?

Increases Social Context and Consent Considerations. Partic-
ipants became more aware of location risks and bystander privacy
after using Imago Obscura. P1, for example, noticed how the tool
“was able to pick up that there were cashiers and workers in the pho-
tos... that I had not considered obscuring.” This recognition extended
to interpersonal dynamics, as P7 discovered privacy concerns in
captured interactions like a subject’s hands touching another sub-
jects shoulder that they hadn’t previously considered problematic.
Another notable finding was that Imago Obscura caused partici-
pants to reflect on consent in image sharing. P12 stated: “I don’t
like posting other people when I don’t have their consent to do it,”
while P2 appreciated how the tool recognized that “I need their per-
mission to share it and their face.” P14’s experience exemplified this
reflection on bystander consent, noting that even after previously
sharing an image, they reconsidered an image as they remembered
a subject from the photo was particular about privacy.

Image Privacy Can Come at the “Cost” of Authenticity and
Self-Presentation. Users face a fundamental tension between pro-
tecting privacy and maintaining authentic self-expression. Many
participants discussed how image obfuscations could undermine
the authenticity and communicative intent of their images. This
tension was explicitly described by P14 who noted: “I feel like it’s
really hard to balance... removing privacy concerns while maintain-
ing the authenticity of the picture... that’s really a trade-off frommy
perspective.” Many participants rejected certain modifications that
appeared artificial, with P12 explaining: “I thought the avatar one...
felt a lot more cheesy to me... if I’m editing a photo to get rid of
something for a privacy concern, I don’t necessarily want people to
know that I had a privacy concern.” This tension influenced sharing
decisions, as P2 explained: “I will not still use it... because I feel that
the image itself will not have that spirit or will not share what that
moment was.” Some participants expressed a willingness to make
minor privacy-enhancing edits but drew the line at modifications
that fundamentally altered the image’s meaning or appearance. P3
articulated this threshold clearly: “If there are smaller things that
really need to be blurred, I would use it for very small things, but
for bigger things... I wouldn’t use it... because it completely alters
the entire setting that I’m in. And if it does that, then there’s no
point of posting the picture in the first place.”

Improving the Quality of Generative Replacements Can
Reduce the Authenticity “Cost” of Privacy. While privacy ob-
fuscations sometimes came with a perceived authenticity “cost”,
participants found the quality of generative replacements helped
them navigate this trade-off. Generative content replacement tech-
niques were accepted only to the extent that the replaced content
was realistic. P3 more broadly captured this sentiment: “I think it
makes it seem fake, which I don’t want it to appear faked or masked,
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because then people know that, and like, they will probably be more
curious to look into the image, right?” However, participants also
indicated that high-quality generative replacements could mitigate
this trade-off: “after replacing the roof, it does not make the picture
look bad... if it’s not making the picture look bad or look weird, I
don’t see any trade off.” (P14) The quality of generative content
replacement algorithms, thus, plays a critical role in determining
whether users would adopt privacy-enhancing modifications. As
these algorithms improve over time, we might expect more broad
acceptance of privacy-preserving obfuscations.

7 DISCUSSION
To summarize, we engaged in a user-centered design process to
build an image privacy AI-copilot — Imago Obscura — that enables
users to identify and mitigate privacy risks in images that they seek
to share online.

Our findings suggest that Imago Obscura appeared to strike an
appropriate balance between raising awareness of privacy risks and
affording users agency to address those risks in a manner that did
not compromise their sharing intentions. Users felt more confident
in their decision-making, whether or not they chose to mitigate
risks. We nevertheless discovered a number of considerations, limi-
tations, and opportunities for future work that we discuss in more
detail here.

7.1 Human-AI collaborative systems can
overcome the limits of purely automated
systems

Reducing the role of the “human-in-the-loop” through automa-
tion has long been a top-level objective of the security community
[8]. The usable security community, in contrast, has pushed back
against this narrative by outlining how automation has its limits
[12] — for example, all automated systems have failure conditions,
and purely automated security systems can make handling failure
cases even more difficult for users. Generative AI technologies —
for all the risks they bring to privacy and security [37] — provide an
interesting new opportunity to create human-AI collaborative sys-
tems that overcome the limitations of purely automated approaches
in helping users make security and privacy decisions without over-
whelming them with choice.

For example, unlike traditional image-generation or obfuscation
tools, our approach with Imago Obscura focuses on enabling users
to navigate the nuanced decisions involved in managing the priva-
cy/publicity boundary of content in an image being shared online,
rather than merely automating the obfuscation process.

Indeed, our findings indicate that it is critical to raise users’
awareness of image privacy risks, expose available mitigation strate-
gies, and make clear the implications of each choice. While prior
research has emphasized automating privacy protection, our work
demonstrates that keeping users in the loop allows for a deeper and
more meaningful engagement with their privacy decisions. The
copilot design strikes a balance between automation and manual
control, enhancing user agency through informed decision-making
and simplifying action.

7.2 Generative AI privacy-copilots should be
scaffolded with theory-informed prompting

A key risk of incorporating generative AI into user-facing products
is that large language models can hallucinate and be inaccurate [26,
47]. While techniques — like retrieval augmented generation [27,
38] — have been proposed to reduce the likelihood of hallucinations
in some task contexts, prior work has argued that “hallucination”
may be an inevitable outcome of the stochasticity of large language
models [69]. This context begs the question: if generative AI systems
hallucinate, can they be “trusted” to help people make privacy and
security decisions?

The approach we took in the development of Imago Obscura
was to use a scaffolded prompting process that grounded outputs
in existing literature and theory on image privacy, usable security,
and privacy. For example, we did not simply prompt GPT-4o to
identify privacy risks in an input image — we first identified and
segmented the image, we provided user-specified concerns, and we
provided a taxonomy of image privacy risks distilled from prior
literature. This process constrained the output space of our model
pipeline to reduce the likelihood of catastrophic or ungrounded
hallucination, thereby increasing accuracy and robustness.

Indeed, our evaluation revealed that users valued the system’s
ability to highlight privacy risks specific to their concerns and
sharing intent while also informing them of risks that they had not
considered but could see the value in identifying. This approach,
theory-informed prompting, can also help with quickly translating
empirical findings into actionable design implications — one can
imagine, for example, improving the outputs of Imago Obscura by
having it distill new empirical findings from the usable privacy
literature on image privacy risks as these findings emerge.

7.3 Opportunities for improvement
In the process of creating and evaluating Imago Obscura, we iden-
tified opportunities for improvement that merit further considera-
tion.

7.3.1 Fostering agency, preventing over-reliance. Our study revealed
broader conceptual implications that warrant careful consideration.
Participants exhibited contrasting reactions after using our tool,
highlighting potentially unintended consequences. While some in-
dicated they would likely share fewer images due to heightened
risk awareness, others expressed increased confidence in sharing,
believing all risks were adequately addressed. These opposing reac-
tions point to a possible over-reliance on the tool: users who are
more sensitive to privacy risks may use it to confirm their fears and
self-censor; users who are less sensitive to privacy risks may feel
like the tool definitively covers all their bases. While improving
user confidence is generally positive, it’s crucial to ensure users
understand that residual risks may still exist. This is especially im-
portant given the current 70% detection accuracy of our pipeline,
which could lead to false confidence, particularly among users with
low privacy awareness. This observation underscores the delicate
balance required between informing users of potential risks and
inadvertently overemphasizing them.

To better align user expectations with system capabilities, fu-
ture iterations should explore trust calibration strategies such as
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displaying uncertainty cues alongside flagged risks, integrating on-
boarding that sets expectations, and including disclaimers to guard
against over-trust. These strategies could help preserve user agency
while empowering users with knowledge and encouraging critical
thinking about image sharing and privacy risks.

7.3.2 Guardrails to prevent malicious use. While it is widely ac-
knowledged that generative AI technology can be used maliciously
[17] — including in ways that exploit user privacy [29, 37] — our
work seeks to shift the balance of power back to the end-users by
leveraging the capabilities of these technologies to enable users
to preserve their privacy more effectively. We also recognize that
the generative technology in Imago Obscura could be misused, for
example, to deceive viewers or spread misinformation. For instance,
one participant wanted to replace their younger sibling with an-
other person, while another chose to replace fast food on their plate
with healthier alternatives. These examples may seem innocuous,
but they raise concerns around consent and content integrity —
especially when manipulated content could mislead others or be
taken out of context, leading to unintended consequences.

To help mitigate such risks, future versions of the tool could
incorporate provenance markers (e.g., embedded metadata, light-
weight annotations, cryptographic watermarking) to signal when
and how an image was edited. These markers can improve trans-
parency and integrity, especially in public sharing contexts.

Our user study revealed that many participants were mindful of
these ethical concerns and found creative ways to balance privacy
protection with ethical responsibility. For example, the participant
who initially wanted to replace their sibling with another person
later opted to replace them with a pet. They felt this substitution
was more plausible and less deceptive, making it a good compro-
mise. This finding further motivates approaches proposed in prior
work, which explored replacing sensitive content with similar, non-
sensitive alternatives to preserve context [30, 66].

In sum, there remains a need for future research to explore and
evaluate both nudges and guardrails to ensure consensual uses
of reference images, and to appropriately watermark generated
content so that it is clear when an image has been altered.

7.4 Limitations
It is important to note that our evaluation, while designed to be
representative of real-world scenarios by using users’ own images,
was conducted in a simulated laboratory setting with a limited
number of participants who are not representative of all people
who share images online. As such, the results should be interpreted
with appropriate caution. Despite this limitation, we believe the
insights gained remain valid and offer interesting perspectives on
user interaction with privacy-enhancing tools.

Another limitation lies in our deviation from a fully iterative
human-centered design cycle with a consistent user population.
Rather than refining the system through repeated cycles with end-
users, we began with expert image editors to inform design and
then evaluated the system with lay users. While this progression
reflects our intent to transfer expert strategies to everyday users,
positioning the system as a privacy copilot akin to an expert as-
sistant, it may limit insights into how user needs evolve across
iterative refinements.

To support this expert-driven phase, we used the DIPA dataset to
provide a consistent and diverse annotated images, enabling us to
surface generalizable strategies across experts. While this limited
early exploration of user-specific concerns, it was addressed in the
summative study, where end-users engaged with their own images.

We note that for the purposes of this work, our threat model
excluded the institutional privacy risks that emerge from using
third-party AI model providers. While our participants did not
directly express privacy concerns regarding the use of third-party
models, we recognize that using these models introduces risks such
as metadata leakage and cloud-based exposure, and may exclude
users who do not trust external service providers. There are a
number of locally deployable vision-language models that can be
integrated to help address these concerns, but we leave it to future
work to explore trade-offs between use of local models and the
quality / acceptability of the obfuscations they generate.

Finally, we used ordinal logistic regression models for hypothesis
testing, treating Likert responses as ordinal outcomes and modeling
random intercepts to account for repeated measures. As ordinal rat-
ing data has known interpretive limitations, these findings should
accordingly be considered with appropriate caution.

8 CONCLUSION
We present Imago Obscura, an AI-powered image privacy copilot
that helps users make more informed decisions when navigating
the privacy/publicity boundary [50] in online image sharing. We
distilled five concrete design requirements for our tool following a
formative study with seven image manipulation experts. Based on
these requirements, Imago Obscura enables users to articulate their
image-sharing intent and privacy concerns, surfaces contextually
relevant privacy risks, and recommends appropriate obfuscation
techniques to address privacy concerns while minimally compro-
mising sharing intent. Our implementation integrates a pipeline of
generative AI models into an image editing tool, scaffolded by a
theory-grounded prompting approach that leverages prior litera-
ture on image privacy and usable security. Through a summative
evaluation with 15 participants who tested Imago Obscura on their
own photos, we found that the system enhanced participants’ aware-
ness of, motivation to address, and their ability to mitigate relevant
privacy risks in images they wanted to share online. As a result, it
improved participants’ confidence that they understood and could
address pertinent privacy risks in their images, and thus their abil-
ity to make informed decisions about whether or not to share an
image with or without obfuscation. More generally, our findings
demonstrate how the interactive capabilities of modern generative
AI technologies can help strike an effective balance between the
benefits of automation and manual control for technologies that
aim to simplify end-user privacy decision-making.
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A APPENDIX
A.1 Threat Model
Our adversary seeks to learn or infer sensitive personal informa-
tion about the subject/owner of a photo, based on the content in
the photo, that is peripheral to the sharing intent of the photo. To
that end, we focus on observable privacy and inferential privacy
as outlined by Liu et al. [45], covering both visible and inferable
content-based risks.We exclude threats from automated adversaries
without an analyst-in-the-loop and do not consider contextual pri-
vacy [45], which relates to external data like captions or metadata.
Consequently, we do not implement defenses against algorithmic
adversaries (e.g., adversarial perturbations [55–57]). Use case sce-
narios aligned with this model are provided in Appendix A.2.

A.2 Use case scenarios
To further contextualize how we envision end-users might use
Imago Obscura, consider the following two common scenarios.

A.2.1 Scenario 1: Inadvertent Sharing of Sensitive Informa-
tion. Users often share images online without careful consideration
of pertinent risks, which can lead to the inadvertent disclosure of
sensitive information [22, 35, 48, 63]. In turn, these accidental disclo-
sures can lead to, for example, embarrassment, regret, harassment,
and job loss [46, 53, 61, 63].

Example:Alice, a 25-year-old marketing executive, takes a selfie
at her desk to share her excitement about a new project. She posts
it on her public Instagram story without noticing that her computer
screen in the background displays confidential client information. A
competitor sees the post, leading to a breach of client confidentiality.
Alice receives a formal warning and nearly loses her job.

A.2.2 Scenario 2: Privacy Concerns Inhibiting Image Shar-
ing. Users may want to share images online for informational
and/or emotional support, but hesitate due to privacy concerns. As
a result, the user might either self-censor entirely and miss out on
accessing support they seek, or they attempt to find a workaround
that is difficult to implement, ineffective at addressing the privacy
concern, or diminishes their sharing intent [41].

Example: Bob, a 40-year-old father, wants to share photos from
a recent family vacation on Instagram so he can keep his extended
family updated. However, he’s concerned about his children’s pri-
vacy and the potential for their images to be misused online. He
considers several options: 1) not sharing the photos at all, miss-
ing out on connecting with friends and family, 2) spending hours
manually editing each photo to blur his children’s faces, which is
time-consuming and diminishes the quality of the images. and 3)
sharing only scenery photos without people, which fails to capture
the family moments he wanted to share. Ultimately, Bob feels frus-
trated by the lack of an easy solution that balances his desire to
share with his need for privacy.

A.3 Curated list of obfuscation techniques
Our tool enables the application of nine obfuscation techniques
curated from existing literature [30, 44, 66].

Masking. Replaces sensitive content with a solid box for com-
plete obfuscation.

Silhouette Masking. Replaces content with shapes, preserving
context without revealing identity.

Blurring. Softens details while retaining visual context, offering
moderate privacy.

Pixelation. Enlarges pixels to obscure details while keeping rec-
ognizable forms.

Bar Replacement. Covers sensitive content with a thin bar, high-
lighting presence but hiding specifics.

Point-Light Replacement. Uses dots to represent movement, pre-
serving dynamics without revealing identities.

Removal. Eliminates sensitive content entirely, filling in the back-
ground seamlessly.

Avatar Replacement. Replaces individuals with avatars, maintain-
ing social cues while protecting identity.

Generative Content Replacement. Replaces sensitive elements
with realistic alternatives, ensuring coherence.

A.4 Formative Study Material
A.4.1 Task Material. To help users in this process, we explained
potential privacy threats and provide a list of sensitive content that
may exist in images, which they could consider as they edit.

(1) Threats
(a) Interpersonal Threats

• Threats within the social circle or specific people with
whom they were connected on online social networks

• Threats outside the social circle or strangers with whom
they were not directly connected

(b) Institutional Threats
• Companies, including employees within companies

(2) Sensitive Content
(a) Personal Identification

• Faces and identities of individuals (including photo owner,
family, friend, bystander)

• Personal documents (ID cards, passports, licenses)
• Contact information (addresses, phone numbers)
• Vehicle plates and identifying markers

(b) Nudity and Sexuality
• Full or partial nudity
• Sexual content or suggestive poses
• Revealing or immodest clothing

(c) Privacy and Personal Space
• Home interiors and private areas (bedrooms, bathrooms)
• Personal belongings and assets
• Screens displaying private information
• Unorganized or messy living spaces

(d) Sensitive Personal Information
• Medical conditions and treatments
• Financial information (bank accounts, credit cards)
• Legal documents and sensitive printed materials
• Educational records

(e) Behavioral and Social Content
• Alcohol consumption and party scenes
• Smoking and drug use
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Figure 13: Imago Obscura enables users to express their sharing intent and their privacy concerns in natural language,
subsequently identifying pertinent risks and recommending obfuscation techniques.

Figure 14: Imago Obscura enables the user to directly select areas of concerns which the tool will automatically precisely select
and highlight in green, subsequently identifying pertinent risks and recommending obfuscation techniques.

Manipulation
Technique

Effectiveness
(Human
Recogni-
tion)

Detectability Visual
Harmony

Narrative
Coherence

Realism Vulnerability

Masking/Colorfilling High Obvious Weak Low Unnatural Low
Silhouette Masking High Obvious Weak Medium Unnatural Medium
Blurring Low Obvious Weak High Unnatural High
Pixelating Low Obvious Weak Medium Unnatural High
Bar Replacement High Obvious Weak Medium Unnatural Low
Point Light Replacement High Obvious Weak Medium Unnatural Low
Cartoon Replacement High Obvious Strong High Unnatural Medium
Inpainting/Removal High Subtle Strong Low Realistic Low
Generative Content Replace-
ment

High Subtle Strong High Realistic Low

Table 1: Effectiveness Attributes of Image Obfuscation Techniques from Literature

• Inappropriate or illegal activities
• Unprofessional behavior at work

(f) Appearance and Self-Presentation
• Unflattering images or angles
• Embarrassing expressions or poses
• Grooming and sleep-related content

(g) Location and Environmental Identifiers

• Specific locations or landmarks
• Event attendance (revealing time and place)
• Workplace or school environments

(h) Relationships and Personal Moments
• Intimate or affectionate interactions
• Family gatherings or private events
• LGBTQ+ related content
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(i) Political, Religious, and Controversial Content
• Political affiliations or activities
• Religious symbols or practices
• Controversial texts or memes

(j) Potential Safety Concerns
• Weapons (real or fake)
• Dangerous situations involving children or pets
• Accident scenes

(k) Digital Privacy
• Screenshots of private conversations
• Social media content without permission
• Unauthorized photos of others

(l) Miscellaneous Sensitive Content
• Food and dietary habits
• Pets and their behavior
• Personal interests and hobbies
• Low-quality or old photos

A.4.2 Post-task Interview Questions. Note: This component em-
ployed a semi-structured interview approach, with a pre-defined
set of questions serving as a guide for the interviewer. The ques-
tion bank covered various topics. However, not all questions were
necessarily asked during each interview. The interviewer selected
the most relevant questions based on the participant’s responses
and the available time, in order to maintain a focused and efficient
interview process. The interview was rephrased and conducted in
a conversational manner to ensure participants felt comfortable
throughout the process.

(1) Participant Background and Experience
(a) Could you briefly describe your background and experi-

ence with photo editing or graphic editing tools?
(b) Have you ever used image editing specifically for obfusca-

tion? If so, can you describe your experience?
(2) Task Workflow and Thought Process
(a) Could you walk us through your thought process while

completing the task?
(b) Can youwalk us through how you approached obfuscating

one of the images?
(3) Techniques and Rationale Behind Choices
(a) I noticed you used different techniques (e.g., blurring, pix-

elation, removal, generative content replacement). Can
you explain why you chose this (refer to a technique)
technique?

(b) Could you describe the techniques you used in the images?
Why did you select these techniques?

(c) Can you explain why you chose one technique over an-
other for a specific element of the image (e.g., why you
used blurring instead of removal)?

(4) Obfuscation Tool Design and User Experience
(a) What features or design elements would make the tool

easier for you to use?
(b) What changes or improvements would make the tool eas-

ier to use for non-experts?
(5) Experience with Task Materials and Suggestions
(a) What role, if any, did the examples and sensitive content

lists play in your decision-making during the task?
(b) Did the list of sensitive content and threats influence your

thinking during the task? If so, how?

A.5 Evaluation Study
A.5.1 Survey Questions.

(1) Pre Task
(a) Image ID
(b) This image captures what I’m trying to share or express

online.
(c) There are privacy risks in this image that would make me

hesitate to share it online.
(d) I feel comfortable sharing this image online.
(e) Why and with whom would you like to share this image

online?
(f) Could you describe what privacy concerns you have with

this image, if any?
(2) Post Task
(a) Image ID
(b) I feel comfortable sharing the original image online.
(c) There are privacy risks in this modified image that make

me hesitate to share it online.
(d) This modified image captures what I’m trying to share or

express online.
(e) I feel uncomfortable sharing this modified image online

for reasons other than privacy.
(f) I feel that the tool understood my privacy concerns and

sharing intent.
(g) I feel that the tool failed at addressing my concerns.
(h) I already knew about all of the privacy risks the tool

showed me.
(i) I was able to make an informed decision about if and how

to address privacy risks in my image.
(j) The tool failed to effectively apply image obfuscation tech-

niques.
(k) I felt in control while applying risk mitigation techniques.

(3) SUS (1 Question was accidentally omitted)
(a) I think that I would like to use this system frequently.
(b) I found the system unnecessarily complex.
(c) I thought the system was easy to use.
(d) I think that I would need the support of a technical person

to be able to use this system.
(e) I found the various functions in this system were well

integrated.
(f) I would imagine that most people would learn to use this

system very quickly.
(g) I found the system very cumbersome to use.
(h) I felt very confident using the system.
(i) I needed to learn a lot of things before I could get going

with this system.
(4) Final Questions
(a) I feel that the tool helped me recognize privacy risks in

the images I share online.
(b) The tool did not increase my understanding of potential

privacy risks in my images.
(c) I feel more aware of the different obfuscation techniques

available to address image privacy risks.
(d) The tool did not enhance my awareness of how to address

privacy risks in images.



UIST ’25, September 28-October 1, 2025, Busan, Republic of Korea Monteiro et al.

(e) Using this tool made memore likely to consider mitigating
privacy risks in my images.

(f) I feel unmotivated to take steps to address privacy risks
in images I share online.

(g) Using this tool, I feel confident that I can share images
while mitigating key privacy risks.

(h) The tool made me feel more confident about sharing this
image online.

(i) The tool did not help me identify risks in my images that
I hadn’t considered before.

(j) I feel that the tool supported me in effectively applying
techniques to mitigate privacy risks.

(k) The tool did not make it easier for me to address privacy
risks in my images.

A.5.2 Semi-structured InterviewQuestions.

(1) General Experience with the Tool
(a) How would you describe your overall experience using

Imago Obscura on the four images you brought to the
study?

(b) Were there any features that stood out to you? Why?
(c) Were there any challenges you encountered while using

the tool? If so, can you describe them?
(d) Can you recall the last time you attempted to obfuscate an

image you shared online? How would you compare using
Imago Obscura to this previous experience?

(2) Design Requirements
(a) Looking at the survey responses for the four images, it

seems you felt that the tool did/did not understand your
privacy concerns and sharing intent. Could you elaborate
on why you felt this way? Were there specific moments
or features that influenced your experience? [DR1]

(b) You indicated that the tool helped/did not help you identify
privacy risks you hadn’t considered before. Could you
share more about what led you to this conclusion? Were
there specific risks that stood out or were overlooked?
[DR2]

(c) In the survey, you mentioned that the tool did/did not help
you make informed decisions about addressing privacy
risks. Could you explain why you feel this way? Were
there aspects of the tool that supported or hindered your
decision-making process? [DR3]

(d) Your responses suggest that applying the image obfusca-
tion techniques was easy/difficult. Can you describe your
experience with this process? Were there specific parts
that you found straightforward or challenging? [DR4]

(e) You noted that you did/did not feel in control while using
the tool. Could you explain what contributed to this feel-
ing? Were there features or interactions that enhanced or
diminished your sense of control? [DR5]

(3) Other
(a) I see you feel more/less comfortable sharing this image, af-

ter using the tool. Can you explain what led to this change
in comfort? (ask for 2 images, if possible of opposing re-
sults)

(b) You indicated that the new image did/did not capture what
you were trying to share or express online for image [Im-
age ID]. Could you elaborate on how the modifications
affected your ability to communicate your intent?

(c) You mentioned that the tool made you feel more/less con-
fident about sharing the image online. Can you explain
why?

A.5.3 Demographic Survey.

(1) What is your age? [Number]
(2) What is your gender? [Options: Male, Female, Non-binary,

Prefer not to say, Other (please specify)]
(3) How often do you post or send images to others? [Scale: 1 -

Almost every day, 2 - A few times a week, 3 - Once a month,
4 - Rarely, 5 - Never]

(4) Have you used any image obfuscation techniques before? If
yes, what forms or tools have you used? [Short answer]

A.6 Technical Evaluation
We focused our technical evaluation on the risk identification com-
ponent because it informs the users subsequent actions. We quali-
tative assess the other components of our tool.

To assess the performance of Imago Obscura’s risk identification
component, we conducted an evaluation using the DIPA2 dataset
[68]. The DIPA2 dataset was released in 2024, and provides object-
level annotations of sensitive elements and their corresponding
privacy risk category. The granularity and recency of this dataset
makes it an ideal baseline for our evaluation.

A.6.1 Dataset and Methodology. We evaluated our model’s per-
formance on three attributes of the dataset which were relevant to
Imago Obscura:

(1) Object sensitivity: Identifying whether an object in the
image may be a privacy risk (binary classification)

(2) Risk category Assessing the category of risk (multi-class
classification, 0-5 categories, as defined by DIPA2 —personal
information, location of shooting, individual preferences/
pastimes, social circle, others’ private/ confidential informa-
tion or Other)

(3) SeverityDetermining the severity of the risk (High /Medium
/ Low). DIPA2 usees a 1–7 Likert scale for severity. However,
for our tool, we adopted a more user-friendly representation
by prompting the MLLM to predict High, Medium, or Low.
Accordingly, we reduced DIPA2’s baseline to a 1–3 scale to
compare it with the output from our pipeline for analysis.

A.6.2 Results. Table 2 presents the performance of the model
pipeline we use in Imago Obscura on these three tasks:

Task Accuracy (%) Precision (%) Recall (%)
Object sensitivity(binary) 69.65 63.02 53.22
Risk category(multi-class) 82.93 16.48 57.05
Severity(High/Med/Low) 72.86 - -

Table 2: Imago Obscura’s Risk Identification Component Per-
formance



Imago Obscura: An Image Privacy AI Co-pilot UIST ’25, September 28-October 1, 2025, Busan, Republic of Korea

Measure Image Type Mean Change (SD) 𝛽 OR SE 𝑧 𝑝 Sig.

Change in Expression Capture
All images -0.116 (1.151) -0.235 0.364 -0.646 0.518
Previously Shared -0.333 (1.154) -0.427 0.556 -0.769 0.442
Previously Withheld 0.1 (1.124) 0.181 0.499 0.364 0.716

Change in Perceived Privacy Risk
All images -1.200 (1.695) -1.665 0.19 0.364 -4.566 <.001 ***
Previously Shared -0.133 (1.382) -0.563 0.526 -1.07 0.285
Previously Withheld -2.266 (1.257) -4.428 0.012 0.823 -5.379 <.001 ***

Significance: ∗𝑝 < .05; ∗∗𝑝 < .01; ∗∗∗𝑝 < .001
Note: Significance and effect direction are derived from cumulative link mixed models (random-intercept ordinal logistic regression),
accounting for repeated measures and participant-level variation.

Table 3: Changes in Participants’ Perceptions Before and After Using the System

A.7 MLLM Prompts
A.7.1 Image Privacy Risk Identification Prompt. -

[Background ]: You are an AI assistant with expertise in privacy
and social media , tasked with protecting the user 's privacy
when sharing photos online , by identifying potential risks in
a specific image and communicating them concisely and in non

-technical language to the user.

[Goal]: Analyze the provided image and associated information to:

1. Understand the context of the image
* Examine the photo [image]
* Consider the user 's purpose for sharing , if provided [text]
* Address user 's privacy concerns , if any [text , image with

green annotations]
2. Identify potential sensitive content

* Refer to the Sensitive Content list [text list]
* Analyze all objects in the photo [text , annotated images ,

object list]
3. Determine privacy risks based on steps 1 & 2

* Refer to common privacy risks in photo sharing [text list]
* Identify user 's concern specific privacy risks , if any [text]

4. For each risk , categorize its severity and specify potential
threat actors

Your analysis will help you identify and communicate potential
privacy risks to the user in a clear and actionable manner.

[MATERIALS] To achieve your goal , you have access to:

1. Primary Image [Original Image]
* The image the user wants to share

2. User -Provided Context (optional)
* Sharing intent in the user 's words [User Input]
* Privacy concerns expressed by the user

* Textual description in users words [User Input]
* Annotated image with concerns marked in green by the user [

User Concern Region]
3. Image Analysis [Pre -Scan Data]

* Visually annotated photo with red boxes marking all objects
* JSON dictionary of object annotations , including position ,

length , and width of bounding boxes
4. Reference Materials

* Curated list of Potential Sensitive Elements
* Curated list of Potential Risks in sharing images online

Remember to prioritize user -provided privacy concerns when
identifying risks and sensitive content.

[TASKS] Please follow these tasks to analyze the image and provide
necessary privacy risk assessments:

1. Understand the Image Context:
1. analyze the image and the users sharing intent
2. Describe elements within green -bordered areas as user

concerns (if present)
3. analyze all user concern (if provided)
4. Focus on specific elements , not general categories (e.g., "

license plate" instead of "car")
5. use concise phrases for each element

2. Identify Sensitive Elements
1. Reference the curated list of potential sensitive elements
2. Scan the entire image for sensitive elements
3. Scan the annotated image for sensitive elements
4. Scan the objects identified in the dictionary for potential

sensitive elements

5. Include user -highlighted concerns as sensitive elements
6. Consider context -specific sensitive elements not in the

curated list
7. When conducting analysis , first examine each object

individually and assess it for sensitivity , and then
analyze the relationships between objects in the image to
identify potential sensitive information inferred in the
image.

8. Combine similar elements to avoid duplicates. For example , "
person 1", "person 2", and "person 3" can be combined as "
person"

3. Determine Privacy Risks
1. Identify potential privacy risks for each sensitive element
2. Refer to the curated list of potential privacy risks to

identify risks present in the image that the user might
have forgotten to consider

3. Combine the same risks which have different sensitive
elements

4. Use clear , non -technical phrases (max 5 words per risk)
Example: "Reveals personal information" instead of "Self
Disclosure"

4. Assess Each Privacy Risk
1. Categorize severity: High , Medium , or Low. If the risk

contains elements marked by the user , prioritize those
risks as high severity.

2. Specify potential threat actors (e.g., Public Users ,
Companies , Family/Friends)

3. List associated sensitive elements using concise phrases
4. Consider user intent and privacy concern: Ensure that the

severity prediction accounts for the user 's mentioned
intent and specific privacy concerns.

5. Ensure Comprehensive Coverage
1. All risks should be identified
2. Every sensitive element should have at least one associated

privacy risk
3. All user concerns must be addressed in at least one privacy

risk
6. Review and Refine

1. Verify all tasks are completed thoroughly
2. Ensure clarity and consistency in assessments

CURATED LIST OF POTENTIAL SENSITIVE ELEMENTS

1. Identity and Personal Information
1. Person: Faces and identities of individuals (including photo

owner , family members , children , friends , bystanders)
2. Identity: Personal documents (e.g., ID cards , passports ,

licenses), contact information (e.g., home address , phone
numbers)

3. Place Identifier: Locations (e.g., home , workplace), scenery
, or vacation spots that may be private

4. Vehicle Plate: Vehicle license plates and identifying
markers

2. Nudity and Sexual Content
1. Full or partial nudity or semi -nudity
2. Sexual content , suggestive poses , or erotic imagery
3. Revealing , immodest , or inappropriate clothing (e.g.,

swimsuits , underwear)
3. Other People and Social Contexts

1. Person: Photos featuring others (e.g., family , friends ,
coworkers , bystanders)

2. Group events and social gatherings (e.g., parties , weddings)
3. Interactions with significant others or personal moments

with others
4. Embarrassing or Unorganized Environments

1. Table: Messy , unorganized , or cluttered home spaces (e.g.,
kitchen , living room , bathroom)
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2. Unflattering grooming or sleeping shots
3. Low -quality or outdated photos that do not reflect the

current state
5. Violence and Criminal Activity

1. Weapon: Scenes depicting violence or harm (e.g., battlefield
, firearms)

2. Criminal behavior or unlawful activities (e.g., drugs ,
vandalism , theft)

3. Dangerous objects (e.g., weapons , guns)
6. Medical and Health Conditions

1. Visible injuries , medical conditions , or medical treatments
2. Unflattering depictions of physical health (e.g., acne ,

wounds , bad teeth)
3. Photos taken during medical procedures or showing medical

equipment
7. Alcohol , Drugs , and Partying

1. Cigarettes: Images showing drinking , smoking , or substance
use

2. Social gatherings involving alcohol , drugs , or related
paraphernalia

3. Partying or celebratory events with potentially
controversial behaviors

8. Appearance , Grooming , and Physical Attributes
1. Cosmetics: Unflattering body features or grooming (e.g.,

messy hair , weight issues)
2. Clothing: Tattoos , piercings , or unusual fashion choices

that may be controversial
3. Finger: Poses or expressions that reflect poorly on personal

character
9. Religious and Cultural Sensitivity

1. Religious symbols , clothing , or practices that might be
sensitive

2. Cultural references or behaviors that could be
misinterpreted or offensive

3. LGBTQ+ content that may be sensitive in certain contexts
10. Sensitive and Private Information

1. Screen: Screens displaying sensitive or personal
information (e.g., emails , documents , monitor screens)

2. Printed Materials: Handwritten or printed details revealing
personal or professional data

3. Unique or personal belongings that reveal too much about
the owner

11. Illegal , Unlawful , or Copyrighted Content
1. Printed Materials: Images associated with illegal

activities (e.g., drug use , piracy)
2. Content that might suggest unlawful behavior (e.g.,

trespassing , theft , vandalism)
3. Book: Copyrighted materials or unauthorized content (e.g.,

photos of artwork , copyrighted documents)
12. Politically and Socially Offensive Content

1. Printed Materials: Politically sensitive or controversial
subjects (e.g., North Korean leader , racism memes)

2. Vulgar gestures , symbols , or language (e.g., middle finger ,
offensive memes)

3. Racism , hate speech , or other socially offensive materials
13. Personal Assets and Belongings

1. High -Value Assets: Cars , jewelry , antiques , art , and other
valuable personal belongings

2. Pet: Photos of personal pets or animals that the individual
owns

3. Electronic Devices: Personal electronics (e.g., laptops ,
phones)

4. Musical Instrument: Musical instruments and other personal
items that might be sensitive to the owner

14. Factors Affecting Public Image and Reputation
1. Photo: Unflattering or embarrassing shots that may harm

public perception (e.g., unflattering facial expressions ,
bad hair days)

2. Machine: Activities or settings that can be misinterpreted
negatively (e.g., unorganized home , awkward social
situations)

3. Old , poor -quality , or technically flawed photos that do not
reflect current image

15. Food , Lifestyle , and Leisure
1. Food: Unhealthy or unappealing food (e.g., junk food , fast

food)
2. Lifestyle: Overindulgence or gluttony in food or drink ,

smoking , cigars
3. Toy: Personal items such as toys that might reflect a

certain lifestyle
16. No Need to Share or Irrelevant Content

1. Content irrelevant to the audience or context
2. Trivial or unnecessary details that don 't add value to the

viewer (e.g., insignificant events , mundane personal
moments)

Although an object annotated image and an object dictionary is
provided to help you identify sensitive elements , you should
always add more sensitive elements if you find any. Identify
as many sensitive elements as possible. If [User Concern
Region] is provided , the elements in the green border should
be considered as sensitive elements.

CURATED LIST OF POTENTIAL PRIVACY RISKS
Based on the image , thoroughly go through each element in the

image , does it look

1. Self -Disclosure: Can we learn something personal or sensitive
about the photo owner or subject from the content of the
image?

2. Identity Disclosure: Can we learn something personal or
sensitive about the photo owner or subject from the content
of the image?

3. Sensitive Information Leakage: Does the image reveal any
unintended or unauthorized confidential data about the photo
owner or subject?

4. Location Exposure: Can the image provide insight into the
movements or locations of the photo owner or subject ,
potentially exposing their location?

5. Bystander Disclosure: Does the image inadvertently reveal
personal information about third parties , such as bystanders ,
potentially violating their privacy?

6. Acquaintance Disclosure: Does the image expose personal
information about individuals familiar with the photo owner
or subject , raising privacy concerns?

7. Any other privacy risks you can think of

You can use these privacy risks as a reference to identify
potential privacy risks. Combine the same risks which have
different sensitive elements. Remember to use clear , easy
to understand phrases (max 5 words per risk), that is

instead of mentioning the risks as is, mention it in a way
understandable to a non -technical user and specific to

the context in less than a 6 word phrase.

Here are easy to understand example phrases for each image privacy
risk:

1. Self -Disclosure Risk

Examples:
Risk: "Reveals personal details"
Sensitive object: "Visible diary pages"

Risk: "Shows private habits"
Sensitive object: "Medication bottles"

2. Identity Exposure Risk

Examples:
Risk: "Reveals who you are" or "Reveals your identity"
Sensitive object: "Face clearly visible"

Risk: "Shows identifying marks"
Sensitive object: "Unique tattoo visible"

3. Confidential Information Leakage Risk

Examples:
Risk: "Exposes private data"
Sensitive object: "Computer screen contents"

Risk: "Reveals secret info"
Sensitive object: "Visible document text"

4. Location Exposure Risk

Examples:
Risk: "Reveals where you are"
Sensitive object: "Landmark in background"

Risk: "Location can be inferred"
Sensitive object: "Distinctive local architecture"

5. Bystander Risk

Examples:
Risk: "Shows others nearby"
Sensitive object: "People in background"

Risk: "Includes uninvolved persons"
Sensitive object: "Stranger 's face"

IMPORTANT NOTE:
Always try to understand the context of the image , and keep that

in mind.



Imago Obscura: An Image Privacy AI Co-pilot UIST ’25, September 28-October 1, 2025, Busan, Republic of Korea

If the user has provided a sharing purpose , you should use it to
get a deeper understanding of the image and identify the
risks accordingly.

Remember if the user has provided specific privacy concerns , you
should address them first and then remember to add other
privacy risks that you think are relevant to the image but
not mentioned by the user.

If the user has highlighted sensitive elements by green borders in
the image , you should solve the privacy risks associated

with those elements first. And then proceed with the other
sensitive elements.

OUTPUT FORMAT
Respond with a JSON array of privacy risk objects. Each privacy

risk object should have the following structure:
{

"privacy_risk_id ": Unique ID for the privacy risk ,
"privacyRisk ": "In a easy to understand language phrase/explain

the potential privacy -invasive risk in less than 5 words",
"severity ": "High/Medium/Low",
"threatActors ": [" ThreatActor1", "ThreatActor2", ...],
"sensitiveElements ": [

{
"id": Unique ID for the sensitive element , // this should be

unique for each sensitive element among all the
sensitive elements in the image , and same sensitive
element should have the same ID in all privacy risks

"element ": "Sensitive element associated with this privacy
risk", // use concise phrase to describe the sensitive
element

"riskCause ": "In a phrase explain why the sensitive element
leads to the privacy risk?",

"markedByUser ": true/false // only if the [User Concern
Region] is provided and the sensitive element is
explicitly marked by the user through green borders ,
mark this as true , otherwise false

},
...
// ensure this list does not contain duplicates

]
}

A.7.2 Image Obfuscation Recommendation Prompt. -
[Background ]: You are an AI assistant with expertise in privacy

and social media , tasked with protecting the user 's privacy
when sharing photos online , by recommending image
manipulation/obfuscation techniques for specific sensitive
elements and regions in image and communicating their
attributes to the user concisely and in non -technical
language to the user.

[Goal]: Your goal is to understand the context of the image and
the user 's sharing purpose first. And then recommend suitable
obfuscation techniques for each identified sensitive element
to protect the user 's privacy.

Analyze the provided image and associated information to:

1. Understand the context of the image
1. Examine the photo [image]
2. Consider the user 's purpose for sharing , if provided [text]
3. Consider the user 's privacy concerns , if any [text , image

with green annotations]
2. Understand privacy risks & respective sensitive present in the

image
1. Refer to the Privacy Risk identified in the image [text list

]
2. Refer to the Sensitive Content Elements identified in the

image [text list]
3. Analyze the available image obfuscation techniques and their

advantages and disadvantages
1. Refer to the available image obfuscation techniques [text

list] and their attributes [text list]
2. Match it to the privacy risks based on your understanding of

what is required by the image context and the identified
privacy risks and sensitive elements [text]

Your analysis will help you identify and recommend relevant image
manipulation/obfuscation techniques and present attributes of
the technique in a context specific manner understandable to
non technical users.

[Materials ]: To help you better understand the image and privacy
risks , you will receive:

1. the original image [Original Image]

2. user 's privacy concern , if provided any text description [User
Input] or annotated image highlighting the areas of concern
in green [User Concern Region ].

3. a list of privacy risks and respective sensitive elements
identified in the image [Identification Result]

4. Reference Materials
1. Curated list of Available Image Obfuscation Technique
2. Curated list of Attributes of Each Image Obfuscation

Technique

[Tasks]:
Please follow these tasks to provide the necessary recommendations

for the image:

For each sensitive element of each privacy risk identified ,
provide specific image manipulation technique recommendations
to mitigate the privacy risk. To do so:

1. Understand the Image Context
1. Analyze the image , user 's sharing intent , and user concerns
2. analyze the users sharing intent and user concern text and (

green) annotated image (if provided)
2. Determine Relevant Image Manipulation Techniques

1. For each sensitive element in an identified privacy risk
refer to the curated list of image manipulation and the
curated list of attributes

3. Generate Recommendations
1. List suitable recommendations for each sensitive element (

one manipulation type per recommendation)
2. Select up to 2 most appropriate recommendations per

sensitive element
3. Provide 2-6 recommendations per privacy risk (mostly 2 x

number of sensitive elements pointing to the privacy risk)
4. If the user has provided specific privacy concerns or

preferences , you should ensure all user concerns have been
addressed.

5. Be creative and prioritize aesthetics - so consider the
generative replacement , dot representation , avatar
replacement , and removal techniques prior to other
techniques.

4. Present Recommendation
1. Use context -specific , user -friendly phrasing
2. Analyze and present attributes to help users make informed

decisions
1. Include equal amounts of advantages and disadvantages

3. Explain attributes in context -specific , understandable terms
5. Ensure Comprehensive Coverage

1. Every sensitive element should have at least one recommended
mitigation phrase suggesting an image manipulation

technique
2. All user concerns must be addressed in at least 2 mitigation

strategy recommendations
6. Review and Refine

1. Verify all tasks are completed thoroughly
2. Ensure clarity and consistency in assessments

CURATED LIST OF AVAILABLE IMAGE MANIPULATION TECHNIQUE
The obfuscation techniques can be in the types of:

* Generative Replacement: replace the sensitive element with a
generative image.

* Removal: remove the sensitive element from the image.
* Dot Representation: use dots and lines to represent the

sensitive element 's pose or gesture. When showing the pose or
gesture , prioritize the dot representation.

* Avatar Replacement: replace the sensitive element with an avatar
. When showing the pose or gesture , prioritize the dot
representation. If you need to generate an avatar , please
select this type instead of generative replacement. Avatar
replacement is only suitable for faces , not the whole person.

* Bar Replacement: replace the sensitive element with a bar.
* Silhouette: replace the sensitive element with a silhouette.
* Masking: mask the sensitive element with a rectangle.
* Pixelating: pixelate the sensitive element.
* Blurring: blur the sensitive element.

CURATED LIST OF ATTRIBUTES OF IMAGE OBFUSCATION TECHNIQUES

* GCR (Generative Replacement): High human recognition resistance ,
Subtle manipulation , Strong visual consistency , High

contextual alignment , Realistic , Low reversibility risk
* Inpainting/Removal: High human recognition resistance , Subtle

manipulation , High visual consistency , Low contextual
alignment , Realistic , Low reversibility risk

* Masking/Colorfilling: High human recognition resistance , Obvious
manipulation , Weak visual consistency , Low contextual

alignment , Unnatural , Low reversibility risk
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* Bar Replacement: High human recognition resistance , Obvious
manipulation , Weak visual consistency , Medium contextual
alignment , Unnatural , Low reversibility risk

* Point Light Replacement: High human recognition resistance ,
Obvious manipulation , Weak visual consistency , Medium
contextual alignment , Unnatural , Low reversibility risk

* Avatar Replacement: High human recognition resistance , Obvious
manipulation , Weak visual consistency , High contextual
alignment , Unnatural , Low reversibility risk

* Silhouette Masking: High human recognition resistance , Obvious
manipulation , Weak visual consistency , Medium contextual
alignment , Unnatural , Medium reversibility risk

* Blurring: Low human recognition resistance , Obvious manipulation
, Weak visual consistency , High contextual alignment ,
Unnatural , High reversibility risk

* Pixelating: Low human recognition resistance , Obvious
manipulation , Weak visual consistency , Medium contextual
alignment , Unnatural , High reversibility risk

Do not mention phrases about the complexity and time of the
technique or the technical terms.

Please consider these attributes that are more relevant to the
image context and are more helpful for users to make informed
decisions.

OUTPUT FORMAT

Add recommendations to each privacy risk , and keep the
privacy_risk_id the same. Ensure all provided privacy risks
have at least one associated recommendation.

Return the same JSON array structure as in the provided dictionary
and follow the original order of privacy risks. Each privacy
risk object should have the following structure:

{
"privacy_risk_id ": The same id as in the dictionary ,
"recommendations ": [

{
"element ": the id of the sensitive element ,
"manipulation_type ": "Type of recommendation (Generative

Replacement , Removal , Dot Representation , Avatar
Replacement , Bar Replacement , Silhouette , Masking ,
Pixelating , Blurring)",

"type_description ": "Use concise and natural non -technical
language to describe the recommendation",

"prompt ": "If the recommendation is Generative Replacement ,
provide a prompt for the stable diffusion model ,
describing what you want to generate. For other types ,
return an empty string.",

"advantages ": [" Advantage1", "Advantage2", ...], // keep
each advantage concise up to 5 words

"disadvantages ": [" Disadvantage1", "Disadvantage2", ...] //
keep each disadvantage concise up to 5 words

},
...

]
}
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