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Fig. 1. Spidey Sense is a smartwatch wristband that produces squeezing sensations to alert people to “urgent” cybersecurity warnings.
(a) The latest version of the Spidey Sense wristband, compatible with an Apple Watch. This version was developed after our evaluation.
(b1) Top view of an Apple Watch with Spidey Sense; and (b2) Bottom view of an Apple Watch with Spidey Sense.

Improving end-users’ awareness of cybersecurity warnings (e.g., phishing and malware alerts) remains a longstanding problem in
usable security. Prior work suggests two key weaknesses with existing warnings: they are primarily communicated via saturated
communication channels (e.g., visual, auditory, and vibrotactile); and, they are communicated rationally, not viscerally. We hypothesized
that wrist-based affective haptics should address both of these weaknesses in a form-factor that is practically deployable: i.e., as a
replaceable wristband compatible with modern smartwatches like the Apple Watch. To that end, we designed and implemented Spidey
Sense, a wristband that produces customizable squeezing sensations to alert users to urgent cybersecurity warnings. To evaluate
Spidey Sense, we applied a three-phased ‘Gen-Rank-Verify’ study methodology with 48 participants. We found evidence that, relative

to vibrotactile alerts, Spidey Sense was considered more appropriate for the task of alerting people to cybersecurity warnings.
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1 INTRODUCTION

Cybersecurity warnings remain an essential component of human-in-the-loop secure systems, yet they often fail to
capture people’s attention and motivate action [8]. Prior work suggests there are two underlying problems that help
explain why.

First, existing security warnings are communicated through the same overloaded channel as all other interruptions,
warnings and notifications: via primarily visual modals, occasionally accompanied by a short audio and/or vibrotactile
cue. Thus, with each non-essential notification users receive — and there are many [43] — they are trained to ignore
the behavioral cues that are meant to bring their attention to security warnings [14, 49, 51]. Second, unlike threats in
the physical world, cyber threats are communicated rationally but not viscerally [14, 39]. For example, an SSL/TLS
certificate encrypts a user’s sensitive data (e.g., passwords, credit card numbers) and help them securely to be sent to
a host server. Once the certificate is expired, such data cannot be securely sent [52]. People might be able to see that
they are navigating to a website with an expired SSL/TLS certificate the way they might see a red light on a pedestrian
crossing. However, they may not feel that they should not proceed to that website when they see an expired certificate
warning as they would if a friend had grabbed their wrist before they jaywalked.

One way of addressing this problem is to have a secondary notification channel that: (i) is used only to communicate
important cybersecurity warnings — so that users might learn to differentiate alerts for urgent cybersecurity warnings
versus other types of alerts; and, (ii) can communicate threats affectively — so that users might “feel” a potential
threat in addition to seeing pertinent information about the threat. More formally, we need a mechanism of delivering
cybersecurity warnings that helps bridge the gap between the presence of a cyber threat and the perception of that threat.
We hypothesize that affective haptics and interfaces [10, 16, 50] can help bridge that gap. To explore this hypothesis, we
present Spidey Sense, a smartwatch wristband that alerts people to urgent cybersecurity warnings through affective
squeeze haptics. In short, we designed Spidey Sense to be an affective, secondary channel to deliver urgent cybersecurity
warnings to end-users in varied contexts: not just when a user is situated in front of a laptop screen, but also when they
are on-the-go, in a meeting, or interfacing with a screenless device (e.g., a smart lock).

Historically, deploying a wearable device specifically for cybersecurity has been considered impractical. Cybersecurity
is, for most people, a secondary concern [13, 31, 36], and it is unlikely that a typical end-user would purchase and wear
a tangible apparatus specifically for the purposes of improving their cybersecurity behaviors. However, smartwatches
are increasingly popular and many, like the Apple Watch, have switchable wristbands. By developing a smartwatch
wristband that can produce an affective haptic effect independent of the standard vibrotactile cues, we should be able to
improve the perception of cybersecurity warnings in a manner that is both practical and deployable.

In designing Spidey Sense, we explored a wide spectrum of haptics, e.g., providing electrical impulses and producing
prickling sensations using a robotic finger. Ultimately, we settled on “squeezing” for three reasons. First, we drew
inspiration from prior work in psychology that found that people perceive a wrist squeeze as being associated with the
emotions of fear and surprise [12, 21, 22, 25]. Second, squeezing sensations are generally painless. Third, the mechanical
and electrical components used to produce a squeezing sensation can unobtrusively fit into a smartwatch wristband.

To explore the design space of wrist-mounted squeeze haptics and converge on one that is empirically effective for
urgent cybersecurity warnings, we employed a three-phased study methodology — “Gen-Rank-Verify” — adapted from
the “Find-Fix-Verify” crowd programming pattern from prior work in HCI and haptics [5, 40]. For the “Gen” phase,
we recruited a small set of participants to independently create a unique squeeze notification using a design GUI that

we constructed for manipulating the Spidey Sense wristband. For the “Rank” phase, we recruited an additional 30
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participants to rank the initial set of squeeze notifications created in the previous phase, through a randomly-bracketed
tournament where they made a series of pairwise comparisons. Finally, for the “Verify” phase, we ran a within-subjects
experiment comparing the top-ranked squeeze notification vis-a-vis a vibrotactile baseline control condition — i.e.,
the current state-of-the-art for communicating warnings through a haptic channel. Through this three-part study, we
converged on a Spidey Sense cue — one with many large, rapid pressure pulses — that was considered more appropriate
than the vibrotactile baseline for alerting users to urgent cybersecurity warnings. Examining how psychological events
are affected by squeeze haptics is beyond the scope of this paper.

Our work has limitations: most notably, we do not account for habituation effects, nor do we test Spidey Sense’s
effect on user behavior in the field. Nevertheless, our contributions should help synchronize the research agendas of
the affective computing and usable security communities—a partnership we expect will become increasingly important
as computing, and the cybersecurity threats it entails, further physicalizes. More concretely, we offer the following

contributions in this paper:

o We iteratively designed and developed a smartwatch wristband that produces affective squeeze haptics to alert
people to urgent cybersecurity warnings.

e We employed a three-part study methodology, “Gen-Rank-Verify”, to systematically explore an open-ended haptic
design space for affective cybersecurity warnings. Through this study, we show that cybersecurity warnings
accompanied with a Spidey Sense cue were rated as more appropriate for urgent cybersecurity warnings than

when they were accompanied by a vibrotactile cue.

2 BACKGROUND AND RELATED WORK
2.1 Improving Cybersecurity Warnings through Design

Cybersecurity warnings have been extensively studied. To date, the dominant thrust of this background work has
focused on improving visual communications. Akhawe et al. ran a field study to evaluate the effectiveness of widely-used
web browsers’ security warnings. The authors found that while malware and phishing warnings helped prevent some
users from visiting malicious websites, many users ignored the warnings outright [2]. Similarly, Sunshine et al. found
that people learned to ignore the visual cues of SSL security warnings [49]. Egelman et al. examined the effectiveness of
visual phishing warnings in web browsers and found that even though security indicators did help some people heed
phishing warning, those warnings were still often ignored [14]. Beyond web browsers, Felt et al. surveyed users on
the effectiveness of Android’s permissions system, finding that end-users often did not pay attention to and had low
comprehension of permission screens [18].

Prior work has also demonstrated the need for non-visual warning modalities. Micallef et al., for example, explored
combinations of modalities for smartphone notifications and found that people preferred privacy notifications to
be non-auditory and distinct from other types of notifications [35]. Beyond user preference, Vance et al. [51] found
neurological evidence that non-essential notifications can blur with security warnings when distributed through
the same communication channels, further motivating the need to communicate security and privacy information
through distinct notification channels. Yet, existing smartphones and smartwatches are limited to visual, auditory,
and conventional motor-based vibrotactile feedback—these channels are already overloaded and associated with
non-essential notifications.

Overcoming habituation — i.e., people’s tendency to be desensitized to warnings over repeated exposures — is another
key challenge in improving security and privacy warnings. Prior work describes that people develop an automated
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